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QUESTION 1

A business has recently deployed laptops to all sales employees. The laptops will be used primarily from home offices
and while traveling, and a high amount of wireless mobile use is expected. To protect the laptops while connected to
untrusted wireless networks, which of the following would be the BEST method for reducing the risk of having the
laptops compromised? 

A. MAC filtering 

B. Virtualization 

C. OS hardening 

D. Application white-listing 

Correct Answer: C 

 

QUESTION 2

Which of the following is the appropriate network structure used to protect servers and services that must be provided to
external clients without completely eliminating access for internal users? 

A. NAC 

B. VLAN 

C. DMZ 

D. Subnet 

Correct Answer: C 

 

QUESTION 3

A company wants to host a publicity available server that performs the following functions: 

Evaluates MX record lookup 

Can perform authenticated requests for A and AAA records Uses RRSIG 

Which of the following should the company use to fulfill the above requirements? 

A. LDAPS 

B. DNSSEC 

C. SFTP 

D. nslookup 

E. dig 
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Correct Answer: A 

 

QUESTION 4

In terms of encrypting data, which of the following is BEST described as a way to safeguard password data by adding
random data to it in storage? 

A. Using salt 

B. Using hash algorithms 

C. Implementing elliptical curve 

D. Implementing PKI 

Correct Answer: A 

 

QUESTION 5

Multiple organizations operating in the same vertical wants to provide seamless wireless access for their employees as
they visit the other organizations. Which of the following should be implemented if all the organizations use the native
802.1x client on their mobile devices? 

A. Shibboleth 

B. RADIUS federation 

C. SAML 

D. OAuth 

E. OpenID connect 

Correct Answer: B 

http://archive.oreilly.com/pub/a/wireless/2005/01/01/authentication.html 
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