
https://www.leads4pass.com/rc0-501.html
2024 Latest leads4pass RC0-501 PDF and VCE dumps Download

 

 

 

RC0-501Q&As

CompTIA Security+ Recertification Exam

Pass CompTIA RC0-501 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.leads4pass.com/rc0-501.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

RC0-501 PDF Dumps | RC0-501 VCE Dumps | RC0-501 Braindumps                                1 / 3

https://www.leads4pass.com/rc0-501.html
https://www.leads4pass.com/rc0-501.html
https://www.leads4pass.com/rc0-501.html


https://www.leads4pass.com/rc0-501.html
2024 Latest leads4pass RC0-501 PDF and VCE dumps Download

QUESTION 1

A computer on a company network was infected with a zero-day explogt after an employee accidently opened an email
that contained malicious content. The employee recognized the email as malicious and was attempting to delete it, but 

accidently opened it. Which of the following should be done to prevent this scenario from occurring again in the future? 

A. Install host-based firewalls on all computers that have an email client installed 

B. Set the email program default to open messages in plain text 

C. Install end-point protection on all computers that access web email 

D. Create new email spam filters to delete all messages from that sender 

Correct Answer: C 

 

QUESTION 2

Two users need to securely share encrypted files via email. Company policy prohibits users from sharing credentials or
exchanging encryption keys. Which of the following can be implemented to enable users to share encrypted data while
abiding by company policies? 

A. Key escrow 

B. Digital signatures 

C. PKI 

D. Hashing 

Correct Answer: B 

 

QUESTION 3

A server administrator needs to administer a server remotely using RDP, but the specified port is closed on the
outbound firewall on the network. The access the server using RDP on a port other than the typical registered port for
the RDP protocol? 

A. TLS 

B. MPLS 

C. SCP 

D. SSH 

Correct Answer: A 
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QUESTION 4

An organization wishes to provide better security for its name resolution services. Which of the following technologies
BEST supports the deployment of DNSSEC at the organization? 

A. LDAP 

B. TPM 

C. TLS 

D. SSL 

E. PKI 

Correct Answer: E 

 

QUESTION 5

Company XYZ has decided to make use of a cloud-based service that requires mutual, certificatebased authentication
with its users. The company uses SSL-inspecting IDS at its network boundary and is concerned about the confidentiality
of the mutual authentication. Which of the following model prevents the IDS from capturing credentials used to
authenticate users to the new service or keys to decrypt that communication? 

A. Use of OATH between the user and the service and attestation from the company domain 

B. Use of active directory federation between the company and the cloud-based service 

C. Use of smartcards that store x.509 keys, signed by a global CA 

D. Use of a third-party, SAML-based authentication service for attestation 

Correct Answer: B 
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