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QUESTION 1

A company wants to host a publicly available server that performs the following functions: 

Evaluates MX record lookup 

Can perform authenticated requests for A and AAA records Uses RRSIG Which of the following should the company
use to fulfill the above requirements? Which of the following should the company use to fulfill the above requirements? 

A. DNSSEC 

B. SFTP 

C. nslookup 

D. dig 

Correct Answer: A 

DNS Security Extensions (DNSSEC) provides, among other things, cryptographic authenticity of responses using
Resource Record Signatures (RRSIG) and authenticated denial of existence using Next-Secure (NSEC) and Hashed-
NSEC records (NSEC3). 

 

QUESTION 2

An in-house penetration tester is using a packet capture device to listen in on network communications. This is an
example of: A. Passive reconnaissance 

B. Persistence 

C. Escalation of privileges 

D. Explogting the switch 

Correct Answer: D 

 

QUESTION 3

A company is deploying a new VoIP phone system. They require 99.999% uptime for their phone service and are
concerned about their existing data network interfering with the VoIP phone system. The core switches in the existing
data network are almost fully saturated. Which of the following options will pro-vide the best performance and availability
for both the VoIP traffic, as well as the traffic on the existing data network? 

A. Put the VoIP network into a different VLAN than the existing data network. 

B. Upgrade the edge switches from 10/100/1000 to improve network speed 

C. Physically separate the VoIP phones from the data network 

D. Implement flood guards on the data network 
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Correct Answer: A 

 

QUESTION 4

Which of the following is the LEAST secure hashing algorithm? 

A. SHA1 

B. RIPEMD 

C. MD5 

D. DES 

Correct Answer: C 

 

QUESTION 5

A security administrator has been asked to implement a VPN that will support remote access over IPSEC. Which of the
following is an encryption algorithm that would meet this requirement? 

A. MD5 

B. AES 

C. UDP 

D. PKI 

Correct Answer: B 
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