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QUESTION 1

The help desk is receiving numerous password change alerts from users in the accounting department. These alerts
occur multiple times on the same day for each of the affected users\\' accounts. Which of the following controls should
be implemented to curtail this activity? 

A. Password Reuse 

B. Password complexity 

C. Password History 

D. Password Minimum age 

Correct Answer: D 

 

QUESTION 2

A security guard has informed the Chief Information Security Officer that a person with a tablet has been walking around
the building. The guard also noticed strange white markings in different areas of the parking lot. The person is
attempting which of the following types of attacks? 

A. Jamming 

B. War chalking 

C. Packet sniffing 

D. Near field communication 

Correct Answer: B 

 

QUESTION 3

A company is using a mobile device deployment model in which employees use their personal devices for work at their
own discretion. Some of the problems the company is encountering include the following: 

There is no standardization. 

Employees ask for reimbursement for their devices. 

Employees do not replace their devices often enough to keep them running efficiently. 

The company does not have enough control over the devices. 

Which of the following is a deployment model that would help the company overcome these problems? 

A. BYOD 

B. VDI 
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C. COPE 

D. CYOD 

Correct Answer: D 

 

QUESTION 4

A vulnerability scanner that uses its running service\\'s access level to better assess vulnerabilities across multiple
assets within an organization is performing a: 

A. Credentialed scan. 

B. Non-intrusive scan. 

C. Privilege escalation test. 

D. Passive scan. 

Correct Answer: A 

 

QUESTION 5

A security analyst wishes to increase the security of an FTP server. Currently, all trails to the FTP server is unencrypted.
Users connecting to the FTP server use a variety of modem FTP client software. The security analyst wants to keep the 

same port and protocol, while also still allowing unencrypted connections. 

Which of the following would BEST accomplish these goals? 

A. Require the SFTP protocol to connect to the file server. 

B. Use implicit TLS on the FTP server. 

C. Use explicit FTPS for the connections. 

D. Use SSH tunneling to encrypt the FTP traffic. 

Correct Answer: C 
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