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QUESTION 1

CORRECT TEXT SIMULATION Using the output, identify potential attack vectors that should be further investigated. 
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Correct Answer: Answer: See explanation below. 
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1: Null session enumeration 

Weak SMB file permissions 

Fragmentation attack 

2: nmap 

-sV 

-p 1-1023 

192.168.2.2 

3: #!/usr/bin/python 

export $PORTS = 21,22 

for $PORT in $PORTS: 

try: 

s.connect((ip, port)) 

print("%s:%s ?OPEN" % (ip, port)) 

except socket.timeout 

print("%:%s ?TIMEOUT" % (ip, port)) 

except socket.error as e: 

print("%:%s ?CLOSED" % (ip, port)) 

finally 

s.close() 

port_scan(sys.argv[1], ports) 

 

QUESTION 2

Penetration-testing activities have concluded, and the initial findings have been reviewed with the client. Which of the
following best describes the NEXT step in the engagement? 

A. Acceptance by the client and sign-off on the final report 

B. Scheduling of follow-up actions and retesting 

C. Attestation of findings and delivery of the report 

D. Review of the lessons learned during the engagement 

Correct Answer: C 
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QUESTION 3

A company becomes concerned when the security alarms are triggered during a penetration test. Which of the following
should the company do NEXT? 

A. Halt the penetration test. 

B. Contact law enforcement. 

C. Deconflict with the penetration tester. 

D. Assume the alert is from the penetration test. 

Correct Answer: B 

 

QUESTION 4

A red team gained access to the internal network of a client during an engagement and used the Responder tool to
capture important data. Which of the following was captured by the testing team? 

A. Multiple handshakes 

B. IP addresses 

C. Encrypted file transfers 

D. User hashes sent over SMB 

Correct Answer: B 

 

QUESTION 5

A penetration tester has been contracted to review wireless security. The tester has deployed a malicious wireless AP
that mimics the configuration of the target enterprise WiFi. The penetration tester now wants to try to force nearby
wireless stations to connect to the malicious AP. Which of the following steps should the tester take NEXT? 

A. Send deauthentication frames to the stations. 

B. Perform jamming on all 2.4GHz and 5GHz channels. 

C. Set the malicious AP to broadcast within dynamic frequency selection channels. 

D. Modify the malicious AP configuration to not use a pre-shared key. 

Correct Answer: A 

https://steemit.com/informatica/@jordiurbina1/tutorial-hacking-wi-fi-wireless- networks-with-wifislax 
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