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QUESTION 1

Which of the following tools would be BEST suited to perform a manual web application security assessment? (Choose
two.) 

A. OWASP ZAP 

B. Nmap 

C. Nessus 

D. BeEF 

E. Hydra 

F. Burp Suite 

Correct Answer: AF 

 

QUESTION 2

A penetration tester gains access to a system and is able to migrate to a user process: 

Given the output above, which of the following actions is the penetration tester performing? (Choose two.) 

A. Redirecting output from a file to a remote system 

B. Building a scheduled task for execution 

C. Mapping a share to a remote system 

D. Executing a file on the remote system 

E. Creating a new process on all domain systems 

F. Setting up a reverse shell from a remote system 

G. Adding an additional IP address on the compromised system 

Correct Answer: CD 

WMIC.exe is a built-in Microsoft program that allows command-line access to the Windows Management
Instrumentation. Using this tool, administrators can query the operating system for detailed information about installed
hardware and Windows settings, run management tasks, and even execute other programs or commands. 

 

QUESTION 3
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A penetration tester has obtained shell access to a Windows host and wants to run a specially crafted binary for later
execution using the wmic.exe process call create function. Which of the following OS or filesystem mechanisms is
MOST likely to support this objective? 

A. Alternate data streams 

B. PowerShell modules 

C. MP4 steganography 

D. PsExec 

Correct Answer: B 

"Windows Management Instrumentation (WMI) is a subsystem of PowerShell that gives admins access to powerful
system monitoring tools." 

 

QUESTION 4

During an assessment, a penetration tester gathered OSINT for one of the IT systems administrators from the target
company and managed to obtain valuable information, including corporate email addresses. Which of the following
techniques should the penetration tester perform NEXT? 

A. Badge cloning 

B. Watering-hole attack 

C. Impersonation 

D. Spear phishing 

Correct Answer: D 

Spear phishing is a type of targeted attack where the attacker sends emails that appear to come from a legitimate
source, often a company or someone familiar to the target, with the goal of tricking the target into clicking on a malicious
link or providing sensitive information. In this case, the penetration tester has already gathered OSINT on the IT system
administrator, so they can use this information to craft a highly targeted spear phishing attack to try and gain access to
the target system. 

 

QUESTION 5

A penetration tester has gained access to part of an internal network and wants to exploit on a different network
segment. Using Scapy, the tester runs the following command: 

Which of the following represents what the penetration tester is attempting to accomplish? 

A. DNS cache poisoning 

B. MAC spoofing 
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C. ARP poisoning 

D. Double-tagging attack 

Correct Answer: D 

https://scapy.readthedocs.io/en/latest/usage.html 
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