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QUESTION 1

A penetration tester executes the following commands: 

C:\>%userprofile%\jtr.exe 

This program has been blocked by group policy 

C:\> accesschk.exe -w -s -q -u Users C:\Windows 

rw C:\Windows\Tracing 

C:\>copy %userprofile%\jtr.exe C:\Windows\Tracing 

C:\Windows\Tracing\jtr.exe 

jtr version 3.2... 

jtr> 

Which of the following is a local host vulnerability that the attacker is exploiting? 

A. Insecure file permissions 

B. Application Whitelisting 

C. Shell escape 

D. Writable service 

Correct Answer: A 

References https://highon.coffee/blog/penetration-testing-tools-cheat-sheet/#john-the- ripper---jtr 

 

QUESTION 2

You are a penetration tester reviewing a client\\'s website through a web browser. 

INSTRUCTIONS 

Review all components of the website through the browser to determine if vulnerabilities are present. 

Remediate ONLY the highest vulnerability from either the certificate, source, or cookies. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 
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Select and Place: 

Correct Answer: 
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QUESTION 3

Which of the following tools would a penetration tester leverage to conduct OSINT? (Select TWO). 

A. Shodan 

B. SET 

C. BeEF 

D. Wireshark 

E. Maltego 

F. Dynamo 

Correct Answer: AE 

References: https://resources.infosecinstitute.com/top-five-open-source-intelligence-osint- tools/#gref 

 

QUESTION 4
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A penetration tester has compromised a Windows server and is attempting to achieve persistence. Which of the
following would achieve that goal? 

A. schtasks.exe /create/tr "powershell.exe" Sv.ps1 /run 

B. net session server | dsquery -user | net use c$ 

C. powershell andand set-executionpolicy unrestricted 

D. reg save HKLM\System\CurrentControlSet\Services\Sv.reg 

Correct Answer: D 

 

QUESTION 5

The scope of a penetration test requires the tester to be stealthy when performing port scans. Which of the following
commands with Nmap BEST supports stealthy scanning? 

A. -min-rate 

B. -max-length 

C. -host-timeout 

D. -max-rate 

Correct Answer: C 

Reference: https://nmap.org/book/man-port-scanning-techniques.html 
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