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QUESTION 1

A customer is starting to understand their Zero Trust protect surface using the Palo Alto Networks Zero Trust reference
architecture.

What are two steps in this process? (Choose two.)

A. Validate user identities through authentication

B. Gain visibility of and control over applications and functionality in the traffic flow using a port and protocol firewall
C. Categorize data and applications by levels of sensitivity

D. Prioritize securing the endpoints of privileged users because if non-privileged user endpoints are exploited, the
impact will be minimal due to perimeter controls

Correct Answer: AC

QUESTION 2

Which functionality is available to firewall users with an active Threat Prevention subscription, but no WildFire license?
A. WildFire hybrid deployment

B. 5 minute WildFire updates to threat signatures

C. Access to the WildFire API

D. PE file upload to WildFire

Correct Answer: D

QUESTION 3

Which two methods are used to check for Corporate Credential Submissions? (Choose two.)
A. doman credentialiter

B. User-ID credential check

C. LDAP query

D. IP user mapping

Correct Answer: AB

QUESTION 4

What are two advantages of the DNS Sinkholing feature? (Choose two.)
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A. It forges DNS replies to known malicious domains.

B. It monitors DNS requests passively for malware domains.

C. It can be deployed independently of an Anti-Spyware Profile.
D. It can work upstream from the internal DNS server.

Correct Answer: AD

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/threat-prevention/dns-sinkholing

QUESTION 5

Which two email links, contained in SMTP and POP3, can be submitted from WildFire analysis with a WildFire
subscription? (Choose two.)

A.FTP

B. HTTPS
C.RTP
D.HTTP

Correct Answer: BD
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