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QUESTION 1

An administrator has configured the Palo Alto Networks NGFW\\'s management interface to connect to the internet
through a dedicated path that does not traverse back through the NGFW itself. Which configuration setting or step will
allow the firewall to get automatic application signature updates? 

A. A scheduler will need to be configured for application signatures. 

B. A Security policy rule will need to be configured to allow the update requests from the firewall to the update servers. 

C. A Threat Prevention license will need to be installed. 

D. A service route will need to be configured. 

Correct Answer: D 

The firewall uses the service route to connect to the Update Server and checks for new content release versions and, if
there are updates available, displays them at the top of the list. Reference:
https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface- help/device/device-dynamic-updates 

 

QUESTION 2

How does an administrator schedule an Applications and Threats dynamic update while delaying installation of the
update for a certain amount of time? 

A. Configure the option for "Threshold". 

B. Disable automatic updates during weekdays. 

C. Automatically "download only" and then install Applications and Threats later, after the administrator approves the
update. 

D. Automatically "download and install" but with the "disable new applications" option used. 

Correct Answer: A 

 

QUESTION 3

An administrator has been asked to create 100 virtual firewalls in a local, on-premise lab environment (not in "the
cloud"). Bootstrapping is the most expedient way to perform this task. Which option describes deployment of a bootstrap
package in an on-premise virtual environment? 

A. Use config-drive on a USB stick. 

B. Use an S3 bucket with an ISO. 

C. Create and attach a virtual hard disk (VHD). 

D. Use a virtual CD-ROM with an ISO. 

Correct Answer: D 
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Reference: https://www.paloaltonetworks.com/documentation/71/pan- os/newfeaturesguide/management-
features/bootstrapping- firewalls-for-rapid-deployment.html 

 

QUESTION 4

A Palo Alto Networks NGFW just submitted a file to WildFire for analysis. Assume a 5-minute window for analysis. The
firewall is configured to check for verdicts every 5 minutes. How quickly will the firewall receive back a verdict? 

A. More than 15 minutes 

B. 5 minutes 

C. 10 to 15 minutes 

D. 5 to 10 minutes 

Correct Answer: D 

 

QUESTION 5

Which three authentication services can administrator use to authenticate admins into the Palo Alto Networks NGFW
without defining a corresponding admin account on the local firewall? (Choose three.) 

A. Kerberos 

B. PAP 

C. SAML 

D. TACACS+ 

E. RADIUS 

F. LDAP 

Correct Answer: DEF 
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