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QUESTION 1

The NetSec Manager asked to create a new firewall Local Administrator profile with customized privileges named
New_Admin. This new administrator has to authenticate without inserting any username or password to access the
WebUI. What steps should the administrator follow to create the New_Admin Administrator profile? 

A. 1. Set the Authentication profile to Local. 

2.

 Select the "Use only client certificate authentication" check box. 

3.

 Set Role to Role Based. 

B. 1. Select the "Use only client certificate authentication" check box. 

2.

 Set Role to Dynamic. 

3.

 Issue to the Client a Certificate with Certificate Name = New Admin 

C. 1. Select the "Use only client certificate authentication" check box. 

2.

 Set Role to Dynamic. 

3.

 Issue to the Client a Certificate with Common Name = New_Admin 

D. 

1. Select the "Use only client certificate authentication" check box. 

2. Set Role to Role Based. 

3.

 Issue to the Client a Certificate with Common Name = New Admin 

Correct Answer: D 

 

 

QUESTION 2

What are three advantages of user-to-group mapping? (Choose three.) 
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A. It does not require additional objects to be configured. 

B. It does not require a Server profile. 

C. It simplifies user administration. 

D. It automatically adds new users to the appropriate group. 

E. It allows an administrator to write more granular policies. 

Correct Answer: CDE 

 

 

QUESTION 3

The Palo Alto Networks NGFW was configured with a single virtual router named VR-1 What changes are required on
VR-1 to route traffic between two interfaces on the NGFW? 

A. Add zones attached to interfaces to the virtual router 

B. Add interfaces to the virtual router 

C. Enable the redistribution profile to redistribute connected routes 

D. Add a static routes to route between the two interfaces 

Correct Answer: B 

 

 

QUESTION 4

Which dynamic update type includes updated anti-spyware signatures? 

A. Applications and Threats 

B. GlobalProtect Data File 

C. Antivirus 

D. PAN-DB 

Correct Answer: A 

 

QUESTION 5

Which statements is true regarding a Heatmap report? 

A. When guided by authorized sales engineer, it helps determine te areas of greatest security risk. 
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B. It provides a percentage of adoption for each assessment area. 

C. It runs only on firewall. 

D. It provides a set of questionnaires that help uncover security risk prevention gaps across all areas of network and
security architecture. 

Correct Answer: B 

Reference: https://live.paloaltonetworks.com/t5/best-practice-assessment-blogs/the-best- practice-assessment-bpa-tool-
for-ngfw-and-panorama/ba-p/248343 
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