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QUESTION 1

You discover an infected email attachment that contains software code that attacks a known vulnerability in a popular
social networking application. This type of software code belongs to which type of malware category? 

A. social engineering 

B. virus 

C. pharming 

D. exploit 

Correct Answer: D 

 

QUESTION 2

Which action must be taken prior to a successful ransomware attack to enable recovery from the attack? 

A. create a data snapshot on your IDS device 

B. back up all hosts that contain critical data 

C. update all firewall malware signatures 

D. limit external exposure of internal DNS resource records 

Correct Answer: B 

 

QUESTION 3

An attacker emails a malicious URL links to 50,000 email addresses. The email states that users can click the link to
view the latest celebrity news, but the link also secretly infects the user\\'s laptop. This scenario describes which type of
attack? 

A. whailing 

B. phishing 

C. drive-by download 

D. pharming 

Correct Answer: B 

 

 

QUESTION 4
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Which type of adversary would execute a website defacement attack to promote a political agenda? 

A. script kiddie 

B. hacktivist 

C. gray hat hacker 

D. state sponsored hacker 

Correct Answer: B 

 

QUESTION 5

Which device would an Evil Twin attack use to lure the victim to connect to the attack surface network? 

A. switch 

B. firewall 

C. router 

D. access point 

Correct Answer: D 
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