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QUESTION 1

Data Loss Prevention (DLP) and Cloud Access Security Broker (CASB) fall under which Prisma access service layer? 

A. Network 

B. Management 

C. Cloud 

D. Security 

Correct Answer: D 

A SASE solution converges networking and security services into one unified, cloud-delivered solution (see Figure 3-12)
that includes the following: 

Networking 

Software-defined wide-area networks (SD-WANs) 

Virtual private networks (VPNs) 

Zero Trust network access (ZTNA) 

Quality of Service (QoS) 

Security 

Firewall as a service (FWaaS) 

Domain Name System (DNS) security 

Threat prevention 

Secure web gateway (SWG) 

Data loss prevention (DLP) 

Cloud access security broker (CASB) 

 

QUESTION 2

Which statement describes DevOps? 

A. DevOps is its own separate team 

B. DevOps is a set of tools that assists the Development and Operations teams throughout the software delivery
process 

C. DevOps is a combination of the Development and Operations teams 

D. DevOps is a culture that unites the Development and Operations teams throughout the software delivery process 
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Correct Answer: D 

DevOps is not: 

A combination of the Dev and Ops teams: There still are two teams; they just operate in a communicative, collaborative
way. 

Its own separate team: There is no such thing as a "DevOps engineer." Although some companies may appoint a
"DevOps team" as a pilot when trying to transition to a DevOps culture, DevOps refers to a culture where developers,
testers, 

and operations personnel cooperate throughout the entire software delivery lifecycle. A tool or set of tools: Although
there are tools that work well with a DevOps model or help promote DevOps culture, DevOps ultimately is a strategy,
not a 

tool. Automation: Although automation is very important for a DevOps culture, it alone does not define DevOps. 

 

QUESTION 3

Which network device breaks networks into separate broadcast domains? 

A. Hub 

B. Layer 2 switch 

C. Router 

D. Wireless access point 

Correct Answer: C 

A layer 2 switch will break up collision domains but not broadcast domains. To break up broadcast domains you need a
Layer 3 switch with vlan capabilities. 

 

QUESTION 4

Which network analysis tool can be used to record packet captures? 

A. Smart IP Scanner 

B. Wireshark 

C. Angry IP Scanner 

D. Netman 

Correct Answer: B 

 

QUESTION 5

What is a key advantage and key risk in using a public cloud environment? 
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A. Multi-tenancy 

B. Dedicated Networks 

C. Dedicated Hosts 

D. Multiplexing 

Correct Answer: A 

Multitenancy is a key characteristic of the public cloud, and an important risk. Although public cloud providers strive to
ensure isolation between their various customers, the infrastructure and resources in the public cloud are shared.
Inherent risks in a shared environment include misconfigurations, inadequate or ineffective processes and controls, and
the "noisy neighbor" problem (excessive network traffic, disk I/ O, or processor use can negatively impact other
customers sharing the same resource). In hybrid and multicloud environments that connect numerous public and/or
private clouds, the delineation becomes blurred, complexity increases, and security risks become more challenging to
address. 
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