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QUESTION 1

Consider the following FortiGate configuration: Which command-line option for deep inspection SSL would have the
FortiGate re-sign all untrusted self-signed certificates with the trusted Fortinet_CA_SSL certificate? 

A. block 

B. inspect 

C. allow 

D. ignore 

Correct Answer: D 

 

QUESTION 2

A customer wants to use a central RADIUS server for management authentication when connecting to the FortiGate
GUI and to provide different levels of access for different types of employees. 

Which three actions are required to provide the requested functionality? (Choose three.) 

A. Create a wildcard administrator on the FortiGate. 

B. Enable radius-vdom-override in the CLI. 

C. Create multiple administrator profiles with matching RADIUS VSAs. 

D. Enable accprofile-override in the CLI. 

E. Set the RADIUS authentication type to MS-CHAPv2. 

Correct Answer: ACD 

 

QUESTION 3

Refer to the exhibit. 
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The exhibit shows a full-mesh topology between FortiGate and FortiSwitch devices. To deploy this configuration, two
requirements must be met: 

20 Gbps full duplex connectivity is available between each FortiGate and the FortiSwitch devices The FortiGate HA
must be in AP mode 

Referring to the exhibit, what are two actions that will fulfill the requirements? (Choose two.) 

A. Configure the master FortiGate with one LAG and FortiLink split interface disabled on ports connected to cables A
and C and make sure the same ports are used for cables B and D on the slave. 

B. Configure the master FortiGate with one LAG and FortiLink split interface enabled on ports connected to cables A
and C and make sure the same ports are used for cables B and D on the slave. 

C. Configure both FortiSwitch devices as peers with ICL over cable E, create one MCLAG on ports connected to cables
A and C, and create another MCLAG on ports connected to cables B and D. 

D. Configure both FortiSwitch devices as peers with ISL over cable E, create one MCLAG on ports connected to cables
A and C, and create another MCLAG on ports connected to cables B and D. 

Correct Answer: AC 

 

QUESTION 4

A customer has a SCADA environmental control device that is triggering a false-positive IPS alert whenever the Web
GUI of the device is accessed. You cannot create a functional custom IPS filter to exempt this behavior, and it appears
that the device is so old that it does not have HTTPS support. You need to prevent the false positive IPS alerts from
occurring. 

In this scenario, which two actions will accomplish this task? (Choose two.) 

A. Create a URL filter with the Exempt action for that device IP address. 

B. Change the relevant firewall policies to use SSL certificate-inspection instead of SSL deep-inspection. 

C. Create a very specific firewall policy for that device IP address which does not perform IPS scanning. 
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D. Reconfigure the FortiGate to operate in proxy-based inspection mode instead of flow-based. 

Correct Answer: AC 

 

QUESTION 5

A customer wants to integrate their on-premise FortiGate with their Azure infrastructure. 

Which two components must be in place to configure the Azure Fabric connector? (Choose two.) 

A. FortiGate-VM virtual appliance deployed on-premise. 

B. An inbound policy from the Azure FortiGate-VM virtual appliance. 

C. An outbound policy from the Azure FortiGate-VM virtual appliance. 

D. A FortiGate-VM virtual appliance deployed in Azure. 

Correct Answer: CD 
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