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QUESTION 1

Refer to the exhibit. 

A customer is using dynamic routing to exchange the default route between two FortiGate devices using OSPFv2. The
output of the get router info ospf neighbor command shows that the neighbor is up, but the default route does not
appear in the routing neighbor shown below. 
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According to the exhibit, what is causing the problem? 

A. FG2 is within the wrong OSPF area. 

B. OSPF requires the redistribution of connected networks. 

C. There is an OSPF interface network-type mismatch. 

D. A prefix for the default route is missing. 

Correct Answer: C 

 

QUESTION 2

A FortiGate with the default configuration shown below is deployed between two IP telephones. FortiGate receives the
INVITE request shown in the exhibit from Phone A (internal) to Phone B (external). 

NVITE sip:PhoneB@172.20.120.30 SIP/2.0 Via: SIP/2.0/UDP 10.31.101.20:5060 From: PhoneA To: PhoneB Call-ID:
314159@10.31.101.20 CSeq: 1 INVITE Contact: sip:PhoneA@10.31.101.20 v=0 o=PhoneA 5462346 332134 IN IP4
10.31.101.20 c=IN IP4 10.31.101.20 m=audio 49170 RTP 0 3 

Which two statements are correct after the FortiGate receives the packet? (Choose two.) 

A. NAT takes place only in the SIP application layer. 

B. A pinhole will be opened to accept traffic sent to the FortiGate WAN IP address. 

C. NAT takes place at both the network and SIP application layers. 

D. A pinhole is not required to accept traffic sent to the FortiGate WAN IP address. 

Correct Answer: BC 

 

QUESTION 3

Refer to the exhibit. 
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A FortiGate device is configured to authenticate SSL VPN users using digital certificates. A partial FortiGate
configuration is shown in the exhibit. 

Referring to the exhibit, which two statements about this configuration are true? (Choose two.) 

A. The authentication will fail if the user certificate does not contain the user principal name (UPN) information. 

B. The authentication will fail if the user certificate does not contain the CA_Cert string in the CA field. 

C. The authentication will fail if the OCSP server is down. 

D. OCSP is used to verify that the user-signed certificate has not expired. 

Correct Answer: AC 

 

QUESTION 4

A customer is looking for a way to remove javascripts, macros and hyperlinks from documents traversing the network
without affecting the integrity of the content. You propose to use the Content disarm and reconstruction (CDR) feature of
the FortiGate. 

Which two considerations are valid to implement CDR in this scenario? (Choose two.) 

A. The inspection mode of the FortiGate is not relevant for CDR to operate. 

B. CDR is supported on HTTPS, SMTPS, and IMAPS if deep inspection is enabled. 
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C. CDR can only be performed on Microsoft Office Document and PDF files. 

D. Files processed by CDR can have the original copy quarantined on the FortiGate. 

Correct Answer: CD 

 

QUESTION 5

Refer to the exhibit. 
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You have installed a FortiSandbox and configured it in your FortiMail. Referring to the exhibit, which two statements are
correct? (Choose two.) 

A. If FortiMail is not able to obtain the results from the FortiGuard queries, URIs will not be checked by the
FortiSandbox. 

B. FortiMail will cache the results for 30 minutes 

Latest NSE8_811 Dumps | NSE8_811 VCE Dumps | NSE8_811 Study Guide                                6 / 7

https://www.leads4pass.com/nse8_811.html
https://www.leads4pass.com/nse8_811.html
https://www.leads4pass.com/nse8_811.html


https://www.leads4pass.com/nse8_811.html
2024 Latest leads4pass NSE8_811 PDF and VCE dumps Download

C. If the FortiSandbox with IP 10.10.10.3 is not available, the e-mail will be checked by the FortiCloud Sandbox. 

D. FortiMail will wait up to 30 minutes to obtain the scan results. 

Correct Answer: AD 
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