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QUESTION 1

Refer to the exhibit. 

A company has two data centers (DC) connected using a Layer 3 network. Servers in farm A need to connect to servers
in farm B as though they were all in the same Layer 2 segment. 

Referring to the exhibit, what is configured on the FortiGate devices on each DC to allow this connectivity? 

A. Create an IPsec tunnel with VXLAN encapsulation. 

B. Create an IPsec tunnel with VLAN encapsulation. 

C. Create an IPsec tunnel with transport-mode encapsulation. 

D. Create an IPsec tunnel with tunnel-mode encapsulation. 

Correct Answer: A 

 

QUESTION 2

A customer wants to use a central RADIUS server for management authentication when connecting to the FortiGate
GUI and to provide different levels of access for different types of employees. 

Which three actions are required to provide the requested functionality? (Choose three.) 

A. Create a wildcard administrator on the FortiGate. 

B. Enable radius-vdom-override in the CLI. 

C. Create multiple administrator profiles with matching RADIUS VSAs. 

D. Enable accprofile-override in the CLI. 
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E. Set the RADIUS authentication type to MS-CHAPv2. 

Correct Answer: ACD 

 

QUESTION 3

Refer to the exhibit. 

You configured an IPsec tunnel to a branch office. Now you want to make sure that the encryption of the tunnel is
offloaded to hardware. 

Referring to the exhibit, which statement is true? 

A. Outgoing traffic is offloaded; you cannot determine if incoming traffic is offloaded at this time. 

B. Outgoing traffic is offloaded; incoming traffic not offloaded. 

C. Incoming and outgoing traffic is offloaded. 

D. Traffic is not offloaded. 

Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. 
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You have deployed several perimeter FortiGate devices with internal segmentation FortiGate devices behind them. All
FortiGate devices are logging to FortiAnalyzer. When you search the logs in FortiAnalyzer for denied traffic, you see
numerous log messages, as shown in the exhibit, on your perimeter FortiGate device only. 

Which two actions will reduce the number of these log messages? (Choose two.) 

A. Disable DNS events logging from FortiGate in the config log fortianalyzer filter section. 

B. Apply an application control profile to the perimeter FortiGate devices that does not inspect DNS traffic to the
outbound firewall policy. 

C. Remove DNS signatures from the IPS profile applied to the outbound firewall policy. 

D. Configure the internal FortiGate devices to communicate to FortiGuard using port 8888. 

Correct Answer: AD 

 

QUESTION 5

Refer to the exhibit. 
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A customer is using dynamic routing to exchange the default route between two FortiGate devices using OSPFv2. The
output of the get router info ospf neighbor command shows that the neighbor is up, but the default route does not
appear in the routing neighbor shown below. 

According to the exhibit, what is causing the problem? 

A. FG2 is within the wrong OSPF area. 
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B. OSPF requires the redistribution of connected networks. 

C. There is an OSPF interface network-type mismatch. 

D. A prefix for the default route is missing. 

Correct Answer: C 
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