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QUESTION 1

You have configured an HA cluster with two FortiGate devices. You want to make sure that you are able to manage the
individual cluster members directly using port3. 

Referring to the configuration shown, in which two ways can you accomplish this task? (Choose two.) 

A. Create a management VDOM and disable the HA synchronization for this VDOM, assign port3 to this VDOM, then
configure specific IPs for port3 on both cluster members. 

B. Configure port3 to be a dedicated HA management interface; then configure specific IPs for port3 on both cluster
members. 

C. Allow administrative access in the HA heartbeat interfaces. 

D. Disable the sync feature on port3; then configure specific IPs for port3 on both cluster members. 

Correct Answer: AB 

 

QUESTION 2

You configured a firewall policy with only a Web filter profile for accessing the Internet. Access to websites belonging to
the "Information Technology" category are blocked and to the "Business" category are allowed. SSL deep inspection is
not enabled on this policy. 

A user wants to access the website https://www.it-acme.com which presents a certificate with CN=www.acme.com. The
it-acme.com domain is categorized as "Information Technology" and the acme.com domain is categorized as
"Business". 

Which statement regarding this scenario is correct? 

A. The FortiGate is able to read the URL within HTTPS sessions when using SSL certificate inspection so the website
will be blocked by the "Information Technology". 

B. The website will be blocked by category "Information Technology" as the SNI takes precedence over the certificate
name. 

C. The website will be allowed by category "Business" as the certificate name takes precedence over the URL. 

D. Only with SSL deep inspection enabled will the FortiGate be able to categorized this website. 
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Correct Answer: B 

 

QUESTION 3

You want to access the JSON API on FortiManager to retrieve information on an object. In this scenario, which two
methods will satisfy the requirement? (Choose two.) 

A. Download the WSDL file from FortiManager administration GUI. 

B. Make a call with the curl utility on your workstation. 

C. Make a call with the SoapUI API tool on your workstation. 

D. Make a call with the Web browser on your workstation. 

Correct Answer: AC 

 

QUESTION 4

Consider the following FortiGate configuration: Which command-line option for deep inspection SSL would have the
FortiGate re-sign all untrusted self-signed certificates with the trusted Fortinet_CA_SSL certificate? 

A. block 

B. inspect 

C. allow 

D. ignore 

Correct Answer: D 

 

QUESTION 5

Refer to the exhibit. 
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Referring to the exhibit, what will happen if FortiSandbox categorizes an e-mail attachment submitted by FortiMail as a
high risk? 

A. The high-risk file will be discarded by attachment analysis. 

B. The high-risk file will go to the system quarantine. 

C. The high-risk file will be received by the recipient. 

D. The high-risk file will be discarded by malware/virus outbreak protection. 

Correct Answer: D 
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