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QUESTION 1
M\ Exhibit _
FortiGate '
S iR e e e e
port22 |.1 :

192.168.1 .szgﬁ
9

192.168.2.0/24

FortiAP
Clearer pictures and no water-mask in the Premium Product

You are installing a new FortiAP as shown in the exhibit, however, the FortiAP cannot discover the FortiGate. The

FortiAP obtained an IP from the DHCP server and is reachable. Which two configurations will resolve the problem?
(Choose two.)
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A,
On the FortiGate:
config system interface
edit “port22”
append allowaccess capwap
next
end
On the DHCP server:
Set option 138 for the FortiAP’s subnet scope to COAB0101.
B.
On the FortiGate:
config system interface
edit “port22”
set dhcp-relay-service enable
get allowaccess capwap
next
end <i§§§35
On the DHCP server:
Set option 138 for the FortiAP's subnet sc A168.1.1.
On the router: ¢
Make sure that multicast mulinn i d.
55 oy
On the FortiGate: 8{3
config system inturf‘%&iﬁij
edit ‘pnr
ay-service 192 168.1 2 enable
next T
end ¥ {?%;3
@"°
On erver:
Set opti J8 for the FortiAP’s subnet scope to 192.168.1.1.
On the FortiAP:
cfg -a AC ITPADDR 1="192.168.1.1"
cfg -cC
0.
On the FortiGate:

config system interface
edit "port2z”

append allowaccess capwap
next

end

On the FortiAP;

A TDARDR 1-"1 a2 1ARA
rCIe;érer pictures and no water- mask |n the Premium Product
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A.B.C.D.
Correct Answer: D

References: https://forum.fortinet.com/tm.aspx?m=112739

QUESTION 2
M\ Exhibit &=
* Duplicates (5) ]
Senrice Category (1) General
Recurring Schedule (1) always
Addrass (1) : all
Service (1) S PR ERERR Eo
Firewall VIP (1) : FTFP '
= Object Interface Binding Conflict (1) £ :
|Addross (1) - . - [tAnany<intemand 1) (- imported 1 of 2. policies and objects . ... ... .
: ; {53 4 Firewall Palicy : 1of 2
: L |b\_'1\' i€
NG o : 2
Importing Ob_]ec{{_? : .
D - ﬁ '
3 & 4h 100% Total: 2, Success: 1, Erfor: 1’ ~ " 0

|
'f'_!mpqr[_E or . e

|Fir;}n§ir’|=usinyn} |ID:1 #1)
Clearer pictures and no water-mask in the Premium Product =

Given the following error message: FortiManager fails to import policy ID 1. What is the problem?

Start to import confiy from device (STUDENT-2) vdom({root) to adom(rcot), package (STUDENT-2)
“firewall service category” , SUCCESS, " (name=General ,~odd=377, DUPLICATE)"

“firewall schedule recurring"” , SUCCESS," (name=always, oid=473, DUFLICATE)"

“firewall address"”,S5UCCESS, " (name=all, D:'Ld=36+__,_'=])‘lilPLICATE] ]

"Orewall service cusLom™, SUCCESS, ” (nome=ATL, ‘0id=426, DUPLICATE) "

“firewall vip”,SUCCESS,"” (name=FTF, icd=473, 'DUPLI(‘ATE} o

imrevaliciaaret Bistiires And fio water-mask if the' Prémiiiii Prodiict "

A. FortiManager already has Address LAN which has interface mapping set to "internal” in its database, it is
contradicting with the STUDENT-2 FortiGate device which has address LAN mapped to "any".

B. FortiManager already has address LAN which has interface mapping set to "any" in its database; this conflicts with
the STUDENT-2 FortiGate device which has address "LAN" mapped to "internal”.

C. Policy ID 1 for this managed FortiGate device already exists on the FortiManager policy package named
STUDENT-2.

D. Policy ID 1 does not have interface mapping on FortiManager.

Correct Answer: D
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References: http://kb.fortinet.com/kb/documentLink.do?externallD=FD38544

QUESTION 3

You must protect all customers from any other customers\\' infected devices that join the same SSID. Which step meets
the requirement?

A. Enable deep SSH inspection with antivirus and IPS.

B. Use a captive portal to redirect unsecured connections such as HTTP and SMTP to their secured equivalents,
preventing worms on infected clients from tampering with other customer traffic.

C. Use WPAZ2 encryption and configure a policy on FortiGate to block all traffic between clients.
D. Use WPA2 encryption, and enable "Block Intra-SSID Traffic".

Correct Answer: B

QUESTION 4

M\ Exhibit

¥ Explicit Web Proxy Options

Enable Explicit Web Proxy [«! HTTP / HTTPS [ ]
Enable IPv6 Explicit Proxy () L}

Listen on Interfaces portl g @
Lh paks (e (2_\ __I

HTTPS Port Eﬁ.’ j (D to use HTTP port)

FTP Port jjl ‘v‘ [ {0 to use HTTP port)

PAC Port {M{k | (0 te use HTTP port)

PAC File Content &
Proxy FQDN defaull: ﬁ:ldn

Max HTTP request leng)f | | Il T

Max HTTP m-t=.*5~3»-alb"’~'\";’\‘r h 3 2_ T ] Kb
\/

Clearer pictures and no water-mask in the Premium Product

The exhibit shows an explicit Web proxy configuration in a FortiGate device. The FortiGate is installed between a client
with the IP address 172.16.10.4 and a Web server using port 80 with the IP address 10.10.3.4. The client Web browser
is

properly sending HTTP traffic to the FortiGate Web proxy IP address 172.16.10.254.
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Which two sniffer commands will capture this HTTP traffic? (Choose two.)

A. diagnose sniffer packet any "host 172.16.10.4 and host 172.16.10.254\\' 3
B. diagnose sniffer packet any “host 172.16.10.254 and host 10.10.3.4\\' 3
C. diagnose sniffer packet any “host 172.16.10.4 and port 8080\\' 3

D. diagnose sniffer packet any "host 172.16.10.4 and host 10.10.3.4\\' 3

Correct Answer: CD

Sniffer should run between webproxy to webserver
And also Sniffer between client machine to web proxy connectivity as it is in explicit mode.
Reference:

http://www.maxnetwork.org/fortigate-packet-capture

QUESTION 5

The FortiGate is an IPsec VPN hub. A VPN spoke protecting subnet 192.168.222.0/24 has successfully brought up a
tunnel with the FortiGate. This remote network is present in the FortiGate routing table as shown in the exhibit.
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M\ Exhibit =

config wpn ipsec phasel=interfacs
edit "Branchoffice™

set type dynamic

m=et interface "wanl"

aet mode aggre=msiwe

aet propo=al ZIdes—shal ausl:ﬂ—aq-géi)
el peertype one
z=et peserid "BO DBE3ILS"

et paksmecret ENC xxxooxcx<
next

& il g
conftig VvEn Lpses phas larfn::
; %

Sffice”
al aealfd8—mahal

set propo=al 3d %

et
and

# get T t.c nfo routing databazme | grep
192, 158 . 2%

8 *= LEH-LEB ZEZZ_0/24 [L/0] i= directly connacted,
Branchoffice 0, [0s50]

Clearer pictures and no water-mask in the Premium Product

Which statement is true?

A. This subnet was learned during quick-mode negotiation and was dynamically injected into the routing table.

B. The FortiGate administrator configured this subnet as a locally connected subnet on the "BranchOffice" phasel
interface.

C. The route in the exhibit is bound to "BranchOffice_0" which is a tunnel other than "BranchOffice".
D. The FortiGate administrator configured a static route for 192.168.222.0/24.

Correct Answer: B
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