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QUESTION 1

You are installing a new FortiAP as shown in the exhibit, however, the FortiAP cannot discover the FortiGate. The
FortiAP obtained an IP from the DHCP server and is reachable. Which two configurations will resolve the problem?
(Choose two.) 
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A. B. C. D. 

Correct Answer: D 

References: https://forum.fortinet.com/tm.aspx?m=112739 

 

QUESTION 2

Given the following error message: FortiManager fails to import policy ID 1. What is the problem? 

A. FortiManager already has Address LAN which has interface mapping set to "internal" in its database, it is
contradicting with the STUDENT-2 FortiGate device which has address LAN mapped to "any". 

B. FortiManager already has address LAN which has interface mapping set to "any" in its database; this conflicts with
the STUDENT-2 FortiGate device which has address "LAN" mapped to "internal". 

C. Policy ID 1 for this managed FortiGate device already exists on the FortiManager policy package named
STUDENT-2. 

D. Policy ID 1 does not have interface mapping on FortiManager. 

Correct Answer: D 
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References: http://kb.fortinet.com/kb/documentLink.do?externalID=FD38544 

 

QUESTION 3

You must protect all customers from any other customers\\' infected devices that join the same SSID. Which step meets
the requirement? 

A. Enable deep SSH inspection with antivirus and IPS. 

B. Use a captive portal to redirect unsecured connections such as HTTP and SMTP to their secured equivalents,
preventing worms on infected clients from tampering with other customer traffic. 

C. Use WPA2 encryption and configure a policy on FortiGate to block all traffic between clients. 

D. Use WPA2 encryption, and enable "Block Intra-SSID Traffic". 

Correct Answer: B 

 

QUESTION 4

The exhibit shows an explicit Web proxy configuration in a FortiGate device. The FortiGate is installed between a client
with the IP address 172.16.10.4 and a Web server using port 80 with the IP address 10.10.3.4. The client Web browser
is 

properly sending HTTP traffic to the FortiGate Web proxy IP address 172.16.10.254. 
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Which two sniffer commands will capture this HTTP traffic? (Choose two.) 

A. diagnose sniffer packet any `host 172.16.10.4 and host 172.16.10.254\\' 3 

B. diagnose sniffer packet any `host 172.16.10.254 and host 10.10.3.4\\' 3 

C. diagnose sniffer packet any `host 172.16.10.4 and port 8080\\' 3 

D. diagnose sniffer packet any `host 172.16.10.4 and host 10.10.3.4\\' 3 

Correct Answer: CD 

 

Sniffer should run between webproxy to webserver 

And also Sniffer between client machine to web proxy connectivity as it is in explicit mode. 

Reference: 

http://www.maxnetwork.org/fortigate-packet-capture 

 

QUESTION 5

The FortiGate is an IPsec VPN hub. A VPN spoke protecting subnet 192.168.222.0/24 has successfully brought up a
tunnel with the FortiGate. This remote network is present in the FortiGate routing table as shown in the exhibit. 
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Which statement is true? 

A. This subnet was learned during quick-mode negotiation and was dynamically injected into the routing table. 

B. The FortiGate administrator configured this subnet as a locally connected subnet on the "BranchOffice" phase1
interface. 

C. The route in the exhibit is bound to "BranchOffice_0" which is a tunnel other than "BranchOffice". 

D. The FortiGate administrator configured a static route for 192.168.222.0/24. 

Correct Answer: B 
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