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QUESTION 1

Your colleague has enabled virtual clustering to load balance traffic between the cluster units. You notice that all traffic
is currently directed to a single FortiGate unit. Your colleague has applied the configuration shown in the exhibit. 

Which step would you perform to load balance traffic within the virtual cluster? 

A. Issue the diagnose sys ha reset-uptime command on the unit that is currently processing traffic to enable load
balancing. 

B. Add an additional virtual cluster high-availability link to enable cluster load balancing. 

C. Input Virtual Cluster domain 1 and Virtual Cluster domain 2 device priorities for each cluster unit. 

D. Use the set override enable command on both units to allow the secondary unit to load balance traffic. 

Correct Answer: C 

Reference: http://docs.fortinet.com/uploaded/files/1088/fortigate-ha-50.pdf 

 

QUESTION 2

You verified that application control is working from previous configured categories. You just added Skype on blocked
signatures. However, after applying the profile to your firewall policy, clients running Skype can still connect and use the 

application. 

What are two causes of this problem? (Choose two.) 
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A. The application control database is not updated. 

B. SSL inspection is not enabled. 

C. A client on the network was already connected to the Skype network and serves as relay prior to configuration
changes to block Skype 

D. The FakeSkype.botnet signature is included on your application control sensor. 

Correct Answer: AB 

 

QUESTION 3

The SECOPS team in your company has started a new project to store all logging data in a disaster recovery center. All
FortiGates will log to a secondary FortiAnalyzer and establish a TCP session to send logs to the syslog server. Which
two configurations will achieve this goal? (Choose two.) 

A. B. C. D. 

Correct Answer: AC 

https://forum.fortinet.com/tm.aspx?m=122848 
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QUESTION 4

The exhibit shows an LDAP server configuration in a FortiGate device. The LDAP user, John Smith, has the following
LDAP attributes: 

John Smith\\'s LDAP password is ABC123. 

Which CLI command should you use to test the LDAP authentication using John Smith\\'s credentials? 

A. diagnose test authserver ldap Lab jsmith ABC123 

B. diagnose test authserver ldap-direct Lab jsmith ABC123 

C. diagnose test authserver ldap Lab `John Smith\\' ABC123 

D. diagnose test authserver ldap-direct Lab john ABC123 

Correct Answer: A 

References: https://forum.fortinet.com/tm.aspx?m=119178 

 

QUESTION 5
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You must establish a BGP peering with a service provider. The provider has supplied you with BGP peering parameters
and you performed the basic configuration shown in the exhibit on your FortiGate unit. You notice that your peering
session is not coming up. Which three missing configuration statements are needed to make this configuration
functional? (Choose three.) 
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A. B. C. D. E. 
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Correct Answer: CDE 
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