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QUESTION 1

A customer wants to implement a RADIUS Single Sign On (RSSO) solution for multiple FortiGate devices. The
customer\\'s network already includes a RADIUS server that can generate the logon and logoff accounting records.
However, the 

RADIUS server can send those records to only one destination. 

What should the customer do to overcome this limitation? 

A. Send the RADIUS records to an LDAP server and add the LDAP server to the FortiGate configuration. 

B. Send the RADIUS records to an RSSO Collector Agent. 

C. Send the RADIUS records to one of the FortiGate devices, which can replicate them to the other FortiGate units. 

D. Use the RADIUS accounting proxy feature available in FortiAuthenticator devices. 

Correct Answer: B 

 

References: http://docs.fortinet.com/uploaded/files/1937/fortigate-authentication-52.pdf 

 

QUESTION 2

A customer wants to secure the network shown in the exhibit with a full redundancy design. Which security design
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would you use? 

A. Place a FortiGate FGCP Cluster between DD and AA, then connect it to SW1, SW2, SW3, and SW4. 

B. Place a FortiGate FGCP Cluster between BB and CC, then connect it to SW1, SW2, SW3, and SW4. 

C. Place a FortiGate FGCP Cluster between BB and AA, then connect it to SW1, SW2, SW3, and SW4. 

D. Place a FortiGate FGCP Cluster between DD and FF, then connect it to SW1, SW2, SW3, and SW4. 

Correct Answer: A 

 

QUESTION 3

You are asked to establish a VPN tunnel with a service provider using a third-party VPN device. The service provider
has assigned subnet 30.30.30.0/24 for your outgoing traffic going towards the services hosted by the provider on
network 20.20.20.0/24. You have multiple computers which will be accessing the remote services hosted by the service
provider. 
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Which three configuration components meet these requirements? (Choose three.) 

A. Configure an IP Pool of type Overload for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
forwards the VPN tunnel and select that pool. 

B. Configure IPsec phase 2 proxy IDs for a source of 10.10.10.0/24 and destination of 20.20.20.0/24. 

C. Configure an IP Pool of Type One-to-One for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
towards the VPN tunnel and select that pool. 

D. Configure a static route towards the VPN tunnel for 20.20.20.0/24. 

E. Configure IPsec phase 2 proxy IDs for a source of 30.30.30.0/24 and destination of 20.20.20.0/24. 

Latest NSE8 Dumps | NSE8 PDF Dumps | NSE8 VCE Dumps                                4 / 8

https://www.lead4pass.com/nse8.html
https://www.lead4pass.com/nse8.html
https://www.lead4pass.com/nse8.html


https://www.lead4pass.com/nse8.html
2023 Latest lead4pass NSE8 PDF and VCE dumps Download

Correct Answer: C 

 

QUESTION 4

The exhibit shows an LDAP server configuration in a FortiGate device. The LDAP user, John Smith, has the following
LDAP attributes: 

John Smith\\'s LDAP password is ABC123. 

Which CLI command should you use to test the LDAP authentication using John Smith\\'s credentials? 

A. diagnose test authserver ldap Lab jsmith ABC123 

B. diagnose test authserver ldap-direct Lab jsmith ABC123 

C. diagnose test authserver ldap Lab `John Smith\\' ABC123 

D. diagnose test authserver ldap-direct Lab john ABC123 

Correct Answer: A 

References: https://forum.fortinet.com/tm.aspx?m=119178 

 

QUESTION 5
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Referring to the configuration shown in the exhibit, which three statements are true? (Choose three.) 

A. Traffic logging is disabled in policy 96. 

B. TCP handshake is completed and no FIN/RST has been forwarded. 

C. No packet has hit this session in the last five minutes. 

D. No QoS is applied to this traffic. 

E. The traffic goes through a VIP applied to policy 96. 

Correct Answer: B 

References: http://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 
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