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QUESTION 1

Refer to the exhibit. Exhibit A 

Exhibit B 

Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed
FortiGate. 

Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN
zone for port1 and port2? 

A. port1 is assigned a manual IP address. 

B. port1 is referenced in a firewall policy. 
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C. port2 is referenced in a static route. 

D. port1 and port2 are not administratively down. 

Correct Answer: B 

 

 

QUESTION 2

Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation? 

A. get router info routing-table all 

B. diagnose debug application ike 

C. diagnose vpn tunnel list 

D. get ipsec tunnel list 

Correct Answer: B 

 

QUESTION 3

Which two configuration tasks are required to use SD-WAN? (Choose two.) 

A. Add one or more members to an SD-WAN zone. 

B. Configure at least one firewall policy for SD-WAN traffic. 

C. Specify the outgoing interface routing cost. 

D. Specify the incoming interfaces in SD-WAN rules. 

Correct Answer: AB 

 

QUESTION 4

Which two statements describe how IPsec phase 1 aggressive mode is different from main mode when performing IKE
negotiation? (Choose two) 

A. A peer ID is included in the first packet from the initiator, along with suggested security policies. 

B. XAuth is enabled as an additional level of authentication, which requires a username and password. 

C. A total of six packets are exchanged between an initiator and a responder instead of three packets. 

D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance. 

Correct Answer: AC 
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QUESTION 5

Which components make up the secure SD-WAN solution? 

A. Application, antivirus, and URL, and SSL inspection 

B. Datacenter, branch offices, and public cloud 

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy 

D. Telephone, ISDN, and telecom network. 

Correct Answer: C 
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