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QUESTION 1

Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI
template.

D. You can configure advanced CLI settings.

Correct Answer: AD

QUESTION 2

Which two statements about SD-WAN central management are true? (Choose two.)
A. It does not allow you to monitor the status of SD-WAN members.

B. It is enabled or disabled on a per-ADOM basis.

C. Itis enabled by default.

D. It uses templates to configure SD-WAN on managed devices.

Correct Answer: BD

QUESTION 3

Refer to exhibits.
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Exnioiea  |Exhibit S

Edit Policy ‘
Name @ Internet Access I
Incoming interface port3 v
Outgoing interface virtual-wan link v |
Source = all x
+
Destination = all X
+
Schedule Co always w
Service &) ALL X

+
Action VY=l (/) DENY |
Inspection Mode Proxy-based ‘

Firewall / Network Options ‘

NAT &

IP Pool Configuration Use Outgoing Interface Address ‘Use D?namic-‘

Preserve Source Port (

Protocol Options [ default v ‘
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Edit Traffic Shaping Policy

Name | inbound_outbound_shaper .

Status (1 R=GEIE N @ Disabled

Comments | Write a comment...

If Traffic Matches:

Source = all X
+
Destination & all X
+
Schedule (I
Service 2] ALL X
+
Application € %
URL Category _Streaming Media and Download X
+
Then:
Action Apply Shaper _Assign Shaping Class ID
Outgoing interface ‘ virtual-wan link x
+
Shared shaper @) | guarantee-10mbps “"'

Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the
shaping policy.

Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to
inbound traffic?
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A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.

B. In the traffic shaping policy, select Assign Shaping Class ID as Action.

C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.

Correct Answer: D

QUESTION 4

Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.

set
set
set
set
set
setc

set
set
set
set
set
set

next
end

config vpn ipsec phasel-interface
edit "T_

INET 0 _O"

interface "portl"

ike-version 2

keylife 28800

peertype any

net-device disable

proposal aesl2B-sha2S56 aes256-sha256 aesl28gcm-prfsha256 aes256gcm-prfsha3sd

chacha20polyl305-prfsha25é6

comments "([created by FMG VPN Manager]"
idle-timeout enable
idle-timeoutinterval 5
auto-discovery-receiver enable
remote-gw 100.64.1.1

psksecret ENC

6D5rVsaK1lMeAyVYt12z95BS24Psew761lwY023hnFVviwbedeItSc51tCa+iNYhujT8gycfD4+WuszpmulvE8rRzrVh
7DFkHaW2auAAprQOdHUfaCzjOhME TmPw+8he2xB7EdbSku/nZEHbOCKLkKYJc/pSJI9IMweV21ZUgFj vIpXNxHXpH

LReOFShoHO1SPFKzSIYCVA==

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD- WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.

D. You must disable idle-timeout.

Correct Answer:

QUESTION 5

B

Which best describes the SD-WAN traffic shaping mode that bases itself on a percentage of available bandwidth?

A. Interface-based shaping mode

B. Reverse-policy shaping mode
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C. Shared-policy shaping mode
D. Per-IP shaping mode

Correct Answer: A

Interface-based shaping goes further, enabling traffic controls based on percentage of the interface bandwidth.
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