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QUESTION 1

An administrator wants to use FortiSoC and SOAR features on a FortiAnalyzer device to detect and block any
unauthorized access to FortiGate devices in an OT network. 

Which two statements about FortiSoC and SOAR features on FortiAnalyzer are true? (Choose two.) 

A. You must set correct operator in event handler to trigger an event. 

B. You can automate SOC tasks through playbooks. 

C. Each playbook can include multiple triggers. 

D. You cannot use Windows and Linux hosts security events with FortiSoC. 

Correct Answer: BC 

 

QUESTION 2

Which three common breach points can be found in a typical OT environment? (Choose three.) 

A. Global hat 

B. Hard hat 

C. VLAN exploits 

D. Black hat 

E. RTU exploits 

Correct Answer: CDE 

 

QUESTION 3

What are two benefits of a Nozomi integration with FortiNAC? (Choose two.) 

A. Enhanced point of connection details 

B. Direct VLAN assignment 

C. Adapter consolidation for multi-adapter hosts 

D. Importation and classification of hosts 

Correct Answer: AB 

 

QUESTION 4
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What triggers Layer 2 polling of infrastructure devices connected in the network? 

A. A failed Layer 3 poll 

B. A matched security policy 

C. A matched profiling rule 

D. A linkup or linkdown trap 

Correct Answer: D 

 

QUESTION 5

An OT administrator has configured FSSO and local firewall authentication. A user who is part of a user group is not
prompted from credentials during authentication. 

What is a possible reason? 

A. FortiGate determined the user by passive authentication 

B. The user was determined by Security Fabric 

C. Two-factor authentication is not configured with RADIUS authentication method 

D. FortiNAC determined the user by DHCP fingerprint method 

Correct Answer: D 
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