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QUESTION 1

An OT network architect needs to secure control area zones with a single network access policy to provision devices to
any number of different networks.

On which device can this be accomplished?
A. FortiGate

B. FortiEDR

C. FortiSwitch

D. FortiNAC

Correct Answer: D

QUESTION 2

What are two benefits of a Nozomi integration with FortiNAC? (Choose two.)
A. Enhanced point of connection details

B. Direct VLAN assignment

C. Adapter consolidation for multi-adapter hosts

D. Importation and classification of hosts

Correct Answer:. AB

QUESTION 3

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations.

How can the OT network architect achieve this goal?

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network.

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network.

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network.

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network.

Correct Answer: B
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QUESTION 4

Refer to the exhibit.

port 3
10.10.3.254/24

FortiGate-Edge

Conpot server secondary device i, - )
10.10.X.100/24 Modbus client gprimary

10.10.3.100/24

An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the Modus
traffic in the OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01.

Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between
client and server are true? (Choose two.)

A. The FortiGate-Edge device must be in NAT mode.

B. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01.
C. The FortiGate devices is in offline IDS mode.

D. Port5 is not a member of the software switch.

Correct Answer: AC

QUESTION 5

Refer to the exhibit and analyze the output.
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H DEV_MON NET INTF UTIL] : ve eV ity] =PHL_INFO, [filename] =phPerfJob.cpp,
Number] =6646, [intfName ] PRO_ 100 MT Network

[intfAlias] =, [ho 1 N‘“KEDL, [hostIpAddr]

=56, [recvBytes6

ion,

[recvBitsPerSec] 324 . 428 [inTntfUtil] = 0.000632, [sentBytes6d] =
[sentBitsPersSec]

[outIntfUtil] = [recvPktsed] = 449, [sentPktsed] = 255,
PktErr] = 0O, [1nInft1-]-t = 0.000000, [outIntfPktErr] =0,
fPktErrPct] = 0.000000, IntfPktDiscarded] =0, [inIntfPktDiscardedPct] =

Which statement about the output is true?

A. This is a sample of a FortiAnalyzer system interface event log.
B. This is a sample of an SNMP temperature control event log.
C. This is a sample of a PAM event type.

D. This is a sample of FortiGate interface statistics.

Correct Answer: A
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