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QUESTION 1

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

ike B:c49e59846861b0T6/0000000000000000 :
ike B:cd9e59846861bBT6/0000000000006080 :
ike 0:c49e59846861b816/0002200000000000 :
ike ©:cdYebY846801bE b/ BBEEBBERIDBRUBEY : protocol id= L5AKMP:

ike @:c49e59846861b8TH/E2060000000000000 trans_id=KEY IKE

ike 8:cd49e59846861b26/0000000000008080:278: encapsulation=IKE/none

ike B:cd9e59846861b8+6/0000200000000000 : : type=0AKLEY ENCRYPT ALG, wval=3DES CBC.
ike 8:c49e59846861b0f6/0060000600080800 : : type=0AKLEY HASH AlG, wval=PRESHARED KEY
ike B:c4%9e59846861b8156/2000000000000000:278: type=AUTH METHOD, val=PRESHARED KEY.
ike 8:c49e59846861b816/0200000200000008:278: type=0AKLEY GROUP, wval=MODP2048.

ike B:cd42e595466610816/0000000000000008 : 276! ISAKMP 5A lifelime=86400

responder:main mode get 1st message---
incoming proposal:
proposal id=8:

20 oo

b Y |

o0 o oa

ike B:c4%e59346861b010/BREERERRECRAEEEEA :
ike 8:c49e59846861b6T6/0000000000000608
ike 8:c49=59846861b8f06/0000000000000600 :
ike ©:c49e59846861b016/0200000000000000
ike B:cd9e59346861b0T0/B0EREBRRERRAEREE @
ike @:c49c59346861b0T6/0000880802800800 :
key-1len=256

ike ©:c49e59846861bef6/P000000000000000:278: type=0AKLEY HASH ALG, wal=5HAZ 256
ike B8:c49e59846861b0T6/BRGERBAGCERBAEEE: 278: type=AUTH_METHOD, wval=PRESHARED KEY.
ike 0:c4%9e59846861b8T6/0000800000000060:278. type=0AKLEY GROJP, val=MODP2848

ike ©:c49e59846861b010/0000000000000000: 278: ISAKMP 5A lifetime=86420

my proposal, gw VPN:
proposal id=1:

b |
0a oQ

protocol id= ISAKMP:
trans id=KEY IKE
encapsulation=IKE/none
typc—OAKLEY ENCRYPT ALG, wal-AES CBC,

Pud Pt Bl B B B
b B B ¥ |
2a

|
00 00 2o

)

ike A:rd9=L09846RA1hATH/AARARARAGAARAAAR : 278 negotiation failure
ike Negotiate ISAKMP 50 Error: ike 8:c49e59846861b8f6/8008000000000003:278:
proposal chosen

Why didn\\'t the tunnel come up?

A. The pre-shared keys do not match.

B. The remote gateway\\'s phase 2 configuration does not match the local gateway\\'s phase 2 configuration.
C. The remote gateway\\'s phase 1 configuration does not match the local gateway\\'s phase 1 configuration.
D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode.

Correct Answer: C

QUESTION 2

View the exhibit, which contains an entry in the session table, and then answer the question below.
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session info: proto=6 proto state=11 duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=pALI state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 73/0 rx speed (Bps/kbps): 542/4

orgin-»>sink: org pre->post, reply pre->post dev=7->6/6->7 qwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 1592.167.1.100:49545->216.58.216,220:443(172.20.121.96:4054%)
hook=pre dir=reply act=dnat 216.58.216.238:443->172,20,121.96:49545 (192.167.1.100:49545)
hook=post dir=reply act=noop 216.58.216.238:443->192,167.1.100:459545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6ciThiTa

misc=0 pelicy id=21 auth info=0 chk client info=0 vd=0

serial=007f2948 tos=If/ff app list=0 app=0 url cat=4l1

dd type=0 dd mode=0

npu state=00000000

npu info: flag=0200/0x(0, offload=0/Q, ips offload=0/0, epid=0/0

, ipid=0/0, v1an=0x0000/0x000C
v1ifid=0/0, vtag in=0x(000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0

Which one of the following statements is true regarding FortiGate\\'s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Correct Answer: B

QUESTION 3

View the exhibit, which contains the output of a real-time debug, and then answer the question below.
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# diagnose dubug application urlfilter -1
# diagnose debug enable

msg="received a request/tmp/.ipsengine 498 8 B.url.socket, addr len=37:
d=wnn . fortinet. com: 8@

id=83, wfname='root', wfid=8, profile="default', type=8, client=18.8.1.18
url source=1, url="/"

msg="Found it in cache. URL cat=52" IP cat=5Zuser="N/4A" src=18.8.1.18
sport=6@348 dst=66.171.121_44 dport=80 service="http" hostname="

wwd . fortinet. com” wrl="/" matchType=prefix

action=1@(ftgd-block) wf-act=3(BLOCK) user="N/A" src=10.8.1.10 sport=6@348
dst=66.171.121.44

dport=80 service="http" cat=52 cat desc="Information Technology"
hostname="fortinet.com"
ur1= " “; "

Which of the following statements is true regarding this output? (Choose two.)

A. This web request was inspected using the root web filter profile.

B. FortiGate found the requested URL in its local cache.

C. The requested URL belongs to category ID 52.

D. The web request was allowed by FortiGate.

Correct Answer: BC

QUESTION 4

Examine the output of the “get router info bgp summary\\' command shown in the exhibit; then answer the question
below.

# get router info bgp summary

BGP router sdentifier 10,200, 1.1, local AS mimber 63500
BGP table version is 2

| BGP AS-PATH entries

0 BGP commupity entrics

Newghbor v AS MsgRevd MsgSent ThiVer I} Oty UpDown  State PixRed

10.200.3.1 4 65501 92 112 0 0 0 never Connect

Total npumber of neighbors |

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?
A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.

B. The TCP session for the BGP connection to 10.200.3.1 is down.
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C. The local peer has received the BGP prefixed from the remote peer.
D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

Correct Answer: B

QUESTION 5

Which of the following tasks are automated using the Install Wizard on FortiManager? (Choose two.)
A. Preview pending configuration changes for managed devices.

B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Correct Answer: BD
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