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QUESTION 1

Which two statements about an auxiliary session are true? (Choose two.) 

A. With the auxiliary session setting enabled, ECMP traffic is accelerated to the NP6 processor. 

B. With the auxiliary session setting enabled, two sessions will be created in case of routing change. 

C. With the auxiliary session setting disabled, for each traffic path, FortiGate will use the same auxiliary session. 

D. With the auxiliary session disabled, only auxiliary sessions will be offloaded. 

Correct Answer: CD 

Reference: https://docs.fortinet.com/document/fortigate/7.0.1/administration- guide/14295/controllingreturn-path-with-
auxiliary-session 

 

QUESTION 2

What global configuration setting changes the behavior for content-inspected traffic while FortiGate is in system
conserve mode? 

A. av-failopen 

B. mem-failopen 

C. utm-failopen 

D. ips-failopen 

Correct Answer: A 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-security-profiles- 54/
Other_Profile_Considerations/Conserve%20mode.htm 

 

QUESTION 3

Refer to the exhibit, which shows a FortiGate configuration. 
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An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile
and applied it to a policy; however, the web filter is not inspecting any traffic that is passing through the policy. 

What must the administrator change to fix the issue? 

A. The administrator must increase webfilter-timeout. 

B. The administrator must disable webfilter-force-off. 

C. The administrator must change protocol to TCP. 

D. The administrator must enable fortiguard-anycast. 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/6.4.5/cli-reference/109620/config- systemfortiguard 
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QUESTION 4

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It inspects incoming traffic to protect services in the corporate DMZ. 

B. It is the first line of defense at the network perimeter. 

C. It splits the network into multiple security segments to minimize the impact of breaches. 

D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

Correct Answer: C 

ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come
from inside. 

 

QUESTION 5

Refer to the exhibit, which contains partial output from an IKE real-time debug. 
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Which two statements about this debug output are correct? (Choose two.) 

A. The remote gateway IP address is 10.0.0.1. 

B. The initiator provided remote as its IPsec peer ID. 

C. It shows a phase 1 negotiation. 

D. The negotiation is using AES128 encryption with CBC hash. 

Correct Answer: BC 
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