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QUESTION 1

Which threats can FortiSandbox inspect when it is deployed in sniffer mode? (Choose three.) 

A. Spam emails 

B. Known malware 

C. Encrypted files 

D. Malicious URLs 

E. Botnet connections 

Correct Answer: BDE 

 

QUESTION 2

Which FortiSandbox diagnostic command should you use to diagnose Internet connectivity issues on port3? 

A. ping 

B. tcpdump 

C. test-network 

D. traceroute 

Correct Answer: D 

Reference: https://dokumen.tips/documents/fortios-54-cookbook-fortinet-docs-
fortinetknowledgebasetechnicaldocumentation-.html 

 

QUESTION 3

What information does a scan job report include? (Choose two.) 

A. Updates to the antivirus database 

B. Summary of the file activity 

C. Details about system files deleted of modified 

D. Changes to the FortiSandbox configuration 

Correct Answer: BC 

 

QUESTION 4
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Which FortiWeb feature supports file submission to FortiSandbox? 

A. Attack signature 

B. Credential stuffing defense 

C. IP reputation 

D. File security 

Correct Answer: C 

 

QUESTION 5

Examine the CLI configuration, than answer the following question: 

Which of the following statements is true regarding this FortiMail\\'s inspection behavior? 

A. Malicious URLs will be removed by antispam and replaced with a message. 

B. Suspicious files not detected by antivirus will be inspected by FortiSandbox. 

C. Known malicious URLs will be inspected by FortiSandbox. 

D. Files are skipped by content profile will be inspected by FortiSandbox. 

Correct Answer: C 
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