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QUESTION 1

Which FortiSandbox interfaces can you use for sniffer mode? (Choose two.)

A. port2

B. port3

C. portl

D. port4

Correct Answer: BC

FortiSandbox reserves portl for device management and port3 for scanned files to access the Internet.
Portl, port3

Reference: https://help.fortinet.com/fsandbox/olh/2-5-1/Document/900_Scan%

20Input/500_Sniffer/100_Sniffer.htm

QUESTION 2

Which of the kill chain stages does Fortinet\\'s advanced threat protection solution block? (Choose three.)
A. Command and control

B. Delivery

C. Reconnaissance

D. Lateral movement

E. Weaponization

Correct Answer: ACD

QUESTION 3

Which of the following are features of network share scanning of FortiSandbox? (Choose two.)
A. Move clean files to a separate network share.

B. Replace suspicious files with a replacement message.

C. Detect malicious URLs.

D. Detect network attacks.

Correct Answer: AB
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Reference: https://help.fortinet.com/fsandbox/olh/2-5-1/Document/900_Scan%20Input/900_Network%
20Share/100_Network%20Share.htm

QUESTION 4

Examine the Suspicious Indicators section of the scan job shown in the exhibit, then answer the following question:

[=] Suspicious Indicators (6)
eeo000®ee®d collectgeticon CVE-2009-0972 detected collab.getlcon
seeeeeeee® collectgeticon CVE-2009-0972 detected Collab.getlcon collab.getlcon
seeeneeeee collectEmaillnfo CVE-2007-5659 detected Collab.collectEmaillnfo
seeewveesese ShellcodePattern detected

seseeeeeme® Warning detected //warning CVE-NO-MATCH Shellcode Engine Binary Threshold

Which FortiSandbox component identified the vulnerability exploits?
A. VM scan

B. Antivirus scan

C. Static analysis

D. Cache check

Correct Answer: C

QUESTION 5

Examine the System Information widget shown in the exhibit, then answer the following question:
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== System Information

£ LI X

Unit Type

Host Name

Serial Number
System Time
Firmware Version
VM License
System Configuration
Current User
Uptime

Windows VM
Microsoft Office

VM Internet Access

Standalone

FSAVMOI000009553 [Change]
FSAVMOI000009553

Fri Dec 1 16:35:52 2017 UTC [Change]
v?2.5.0,buildD322 (Interim) [Ipdate]
o [Upload License]

Last Backup: N/A [Backup/Restore]
admin

0 day(s) 10 hour(s) 4 minute(s)

&

o [Upload License]
[(SIMNET ON)]

FDN Download Server o

Which of the following inspections will FortiSandbox perform on samples submitted for sandboxing? (Choose two.)

A. URL rating on FQDN seen in DNS requests
B. IP reputation check on callback connections
C. Antivirus inspection on downloaded files

D. URL rating on HTTP GET requests

Correct Answer: CD
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