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QUESTION 1

When integrating FortiWeb and FortiAnalyzer, why is the selection for FortiWeb Version critical? (Choose two) 

A. Defines Log file format 

B. Defines communication protocol 

C. Defines Database Schema 

D. Defines Log storage location 

Correct Answer: AD 

 

QUESTION 2

In which scenario might you want to use the compression feature on FortiWeb? 

A. When you are serving many corporate road warriors using 4G tablets and phones 

B. When you are offering a music streaming service 

C. When you want to reduce buffering of video streams 

D. Never, since most traffic today is already highly compressed 

Correct Answer: A 

https://training.fortinet.com/course/view.php?id=3363 When might you want to use the compression feature on
FortiWeb? When you are serving many road warriors who are using 4G tablets and phones 

 

QUESTION 3

You\\'ve configured an authentication rule with delegation enabled on FortiWeb. What happens when a user tries to
access the web application? 

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to
FortiWeb to allow access to the web app 

B. ForitWeb redirects the user to the web app\\'s authentication page 

C. FortiWeb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the
user authenticates successfully 

D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, FortiWeb
allows the request and also includes credentials in the request that it forwards to the web app 

Correct Answer: A 
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QUESTION 4

How does FortiWeb protect against defacement attacks? 

A. It keeps a complete backup of all files and the database. 

B. It keeps hashes of files and periodically compares them to the server. 

C. It keeps full copies of all files and directories. 

D. It keeps a live duplicate of the database. 

Correct Answer: B 

The anti-defacement feature examines a web site\\'s files for changes at specified time intervals. If it detects a change
that could indicate a defacement attack, the FortiWeb appliance can notify you and quickly react by automatically
restoring the web site contents to the previous backup. Reference:
https://help.fortinet.com/fweb/551/Content/FortiWeb/fortiweb-admin/anti_defacement.htm 

 

QUESTION 5

What other consideration must you take into account when configuring Defacement protection 

A. Use FortiWeb to block SQL Injections and keep regular backups of the Database 

B. Also incorporate a FortiADC into your network 

C. None. FortiWeb completely secures the site against defacement attacks 

D. Configure the FortiGate to perform Anti-Defacement as well 

Correct Answer: A 
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