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QUESTION 1

What is one of the key benefits of the FortiGuard IP Reputation feature? 

A. FortiGuard maintains a list of public IPs with a bad reputation for participating in attacks. 

B. It is updated once per year 

C. Provides a Document of IP addresses that are suspect, so that administrators can manually update their blacklists 

D. It maintains a list of private IP addresses 

Correct Answer: A 

 

QUESTION 2

What can an administrator do if a client has been incorrectly Period Blocked? 

A. Disconnect the client from the network 

B. Manually release the IP from the temporary Blacklist 

C. Nothing, it is not possible to override a Period Block 

D. Force a new IP address to the client. 

Correct Answer: B 

 

QUESTION 3

When generating a protection configuration from an auto learning report what critical step must you do before
generating the final protection configuration? 

A. Restart the FortiWeb to clear the caches 

B. Drill down in the report to correct any false positives. 

C. Activate the report to create t profile 

D. Take the FortiWeb offline to apply the profile 

Correct Answer: B 

 

QUESTION 4

In which operation mode(s) can FortiWeb modify HTTP packets? (Choose two.) 

A. Transparent Inspection 
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B. Offline protection 

C. True transparent proxy 

D. Reverse proxy 

Correct Answer: D 

 

QUESTION 5

A client is trying to start a session from a page that should normally be accessible only after they have 

logged in. 

When a start page rule detects the invalid session access, what can FortiWeb do? (Choose three.) 

A. Reply with a "403 Forbidden" HTTP error 

B. Allow the page access, but log the violation 

C. Automatically redirect the client to the login page 

D. Display an access policy message, then allow the client to continue, redirecting them to their requested page 

E. Prompt the client to authenticate 

Correct Answer: ABC 
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