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QUESTION 1

Which implementation is best suited for a deployment that must meet compliance criteria? 

A. SSL Inspection with FortiWeb in Transparency mode 

B. SSL Offloading with FortiWeb in reverse proxy mode 

C. SSL Inspection with FrotiWeb in Reverse Proxy mode 

D. SSL Offloading with FortiWeb in Transparency Mode 

Correct Answer: C 

 

QUESTION 2

What can an administrator do if a client has been incorrectly Period Blocked? 

A. Disconnect the client from the network 

B. Manually release the IP from the temporary Blacklist 

C. Nothing, it is not possible to override a Period Block 

D. Force a new IP address to the client. 

Correct Answer: B 

 

QUESTION 3

Which is true about HTTPS on FortiWeb? (Choose three.) 

A. For SNI, you select the certificate that FortiWeb will present in the server pool, not in the server policy. 

B. After enabling HSTS, redirects to HTTPS are no longer necessary. 

C. In true transparent mode, the TLS session terminator is a protected web server. 

D. Enabling RC4 protects against the BEAST attack, but is not recommended if you configure FortiWeb to only offer
TLS 1.2. 

E. In transparent inspection mode, you select which certificate that FortiWeb will present in the server pool, not in the
server policy. 

Correct Answer: ACE 

 

QUESTION 4

You are configuring FortiAnalyzer to store logs from FortiWeb. Which is true? 
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A. FortiAnalyzer will store antivirus and DLP archives from FortiWeb. 

B. You must enable ADOMs on FortiAnalyzer. 

C. To store logs from FortiWeb 6.0, on FortiAnalyzer, you must select "FrotiWeb 5.4". 

D. FortiWeb will query FortiAnalyzer for reports, instead of generating them locally. 

Correct Answer: B 

 

QUESTION 5

What is one of the key benefits of the FortiGuard IP Reputation feature? 

A. FortiGuard maintains a list of public IPs with a bad reputation for participating in attacks. 

B. It is updated once per year 

C. Provides a Document of IP addresses that are suspect, so that administrators can manually update their blacklists 

D. It maintains a list of private IP addresses 

Correct Answer: A 
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