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QUESTION 1

You\\'ve configured an authentication rule with delegation enabled on FortiWeb. What happens when a user tries to
access the web application? 

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to
FortiWeb to allow access to the web app 

B. ForitWeb redirects the user to the web app\\'s authentication page 

C. FortiWeb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the
user authenticates successfully 

D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, FortiWeb
allows the request and also includes credentials in the request that it forwards to the web app 

Correct Answer: A 

 

QUESTION 2

Which of the following FortiWeb features is part of the mitigation tools against OWASP A4 threats? 

A. Sensitive info masking 

B. Poison Cookie detection 

C. Session Management 

D. Brute Force blocking 

Correct Answer: C 

 

QUESTION 3

A client is trying to start a session from a page that should normally be accessible only after they have 

logged in. 

When a start page rule detects the invalid session access, what can FortiWeb do? (Choose three.) 

A. Reply with a "403 Forbidden" HTTP error 

B. Allow the page access, but log the violation 

C. Automatically redirect the client to the login page 

D. Display an access policy message, then allow the client to continue, redirecting them to their requested page 

E. Prompt the client to authenticate 

Correct Answer: ABC 
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QUESTION 4

You are using HTTP content routing on FortiWeb. Requests for web app A should be forwarded to a 

cluster of web servers which all host the same web app. Requests for web app B should be forwarded to a 

different, single web server. 

Which is true about the solution? 

A. Static or policy-based routes are not required. 

B. To achieve HTTP content routing, you must chain policies: the first policy accepts all traffic, and forwards requests for
web app A to the virtual server for policy A. It also forwards requests for web app B to the virtual server for policy B.
Policy A and Policy B apply their app-specific protection profiles, and then distribute that app\\'s traffic among all
members of the server farm. 

C. You must put the single web server into a server pool in order to use it with HTTP content routing. 

D. The server policy applies the same protection profile to all its protected web apps. 

Correct Answer: B 

 

QUESTION 5

Reverse-proxy mode is best suited for use in which type of environment? 

A. New networks where infrastructure is not yet defined 

B. Environments where you cannot change your IP addressing scheme 

C. Flexible environments where you can easily change the IP addressing scheme 

D. Small Office/Home Office environments 

Correct Answer: B 
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