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QUESTION 1

By default, if more than 20 hosts are seen connected on a single port simultaneously, what will happen to the port?
A. The port is added to the Forced Registration group.

B. The port is disabled.

C. The port is switched into the Dead-End VLAN.

D. The port becomes a threshold uplink.

Correct Answer: B

QUESTION 2

With enforcement for network access policies and at-risk hosts enabled, what will happen if a host matches a network
access policy and has a state of "at risk"?

A. The host is provisioned based on the network access policy.

B. The host is provisioned based on the default access defined by the point of connection.
C. The host is isolated.

D. The host is administratively disabled.

Correct Answer: A

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/49701/policy-assignment

QUESTION 3

Which system group will force at-risk hosts into the quarantine network, based on point of connection?
A. Forced Quarantine

B. Forced Remediation

C. Forced Isolation

D. Physical Address Filtering

Correct Answer: B

A remediation plan is established, including a forensic analysis and a reload of the system. Also, users are forced to
change their passwords as the system held local user accounts.

Reference: https://oit.rice.edu/quarantining-process-used-it-staff-members-introduction
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QUESTION 4

What would happen if a port was placed in both the Forced Registration and the Forced Remediation port groups?
A. Both enforcement groups cannot contain the same port.

B. Only at-risk hosts would be impacted.

C. Only rogue hosts would be impacted.

D. Both types of enforcement would be applied.

Correct Answer: A

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/837785/system-groups

QUESTION 5

Where do you look to determine when and why the FortiNAC made an automated network access change?
A. The Admin Auditing view

B. The Event view

C. The Connections view

D. The Port Changes view

Correct Answer: B

Reference: https://docs.fortinet.com/document/fortigate/6.2.3/cookbook/536166/viewing-event-logs
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