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QUESTION 1

Which connecting endpoints are evaluated against all enabled device profiling rules? 

A. Known trusted devices each time they change location 

B. Rogues devices, each time they connect 

C. Rogues devices, only when they connect for the first time 

D. All hosts, each time they connect 

Correct Answer: A 

FortiNAC process to classify rogue devices and create an organized inventory of known trusted registered devices. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9529d49c-892c-11e981a4-005056
92583a/FortiNAC_Device_Profiler_Configuration.pdf 

 

QUESTION 2

Where are logical network values defined? 

A. On the profiled devices view 

B. In the port properties view of each port 

C. In the model configuration view of each infrastructure device 

D. In the security and access field of each host record 

Correct Answer: D 

Reference: https://www.sciencedirect.com/topics/computer-science/logical-network 

 

QUESTION 3

Which two agents can validate endpoint compliance transparently to the end user? (Choose two.) 

A. Persistent 

B. Dissolvable 

C. Mobile 

D. Passive 

Correct Answer: AC 

Mobile agents use the network transparently. 
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Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
certificatevalidation https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
certificatevalidation 

 

QUESTION 4

In an isolation VLAN, which three services does FortiNAC supply? (Choose three.) 

A. DNS 

B. NTP 

C. SMTP 

D. DHCP 

E. Web 

Correct Answer: ADE 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8bec453a-
b24211e9-a989-00505692583a/AdminGuide-860-PDF.pdf 

 

QUESTION 5

Which three communication methods are used by the FortiNAC to gather information from, and control, infrastructure
devices? (Choose three.) 

A. SNMP 

B. RADIUS 

C. FTP 

D. CLI 

E. SMTP 

Correct Answer: ABC 

Set up SNMP communication with FortiNAC RADIUS Server that is used by FortiNAC to communicate FortiNAC can be
configured via CLI to use HTTP or HTTPS for OS updates instead of FTP. 

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/28966/snmp
https://docs.fortinet.com/document/fortinac/8.8.0/administration-guide/938271/configure-radius-settings https://fortinetwe
b.s3.amazonaws.com/docs.fortinet.com/v2/attachments/e7ebbdaa-
cabf-11ea-8b7d00505692583a/FortiNAC_Deployment_Guide.pdf 
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