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QUESTION 1

While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using
policy IDs 1:2:0.

Which two reasons explain why the last policy ID value is 0? (Choose two.)
A. Outbound email is being rejected

B. IP policy ID 2 has the exclusive flag set

C. There are no outgoing recipient policies configured

D. There are no access delivery rules configured for outbound email

Correct Answer: CD

QUESTION 2

Refer to the exhibit.

Expired User Secure Question IBE Authentication IBE Domain
T te L3 Maint C
= 1= |/ 1 Records perpage: | 50 ¥ IBE domain: --All-- ¥ Search:
Enabled Email First Name Last Name Status Creation Time Last Access
© extuser@external.lab Mail User Activated Wed, 05 Sep 2018 12:05:47 PDT  Wed, 05 Sep 2018 12:38:56 PDT
| &) extuser2@externallab Pre-registered Wed, 05 Sep 2018 12:41:32 PDT Wed, 05 Sep 2018 12:41:32 PDT

Which statement describes the pre-registered status of the IBE user extuser2@external.lab?

A. The user has received an IBE notification email, but has not accessed the HTTPS URL or attachment yet.

B. The user account has been de-activated, and the user must register again the next time they receive an IBE email.
C. The user was registered by an administrator in anticipation of IBE participation.

D. The user has completed the IBE registration process, but has not yet accessed their IBE email.

Correct Answer: D

Reference: https://docs.fortinet.com/document/fortimail/6.4.2/administration-guide/470401/configuring-ibeusers

QUESTION 3

Refer to the exhibit.
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C:\>nslookup -type=mx example.com
Server: PriNS
Address: 10.200.3.254

Non-authoritative answer:
example.com MX preference = 10, mail exchanger = mx.hosted.com
example.com MX preference = 20, mail exchanger = mx.example.com

Which two statements about the MTAs of the domain example.com are true? (Choose two.)

A. The external MTAs will send email to mx.example.com only if mx.hosted.com is unreachable
B. The PriNS server should receive all email for the example.com domain

C. The primary MTA for the example.com domain is mx.hosted.com

D. The higher preference value is used to load balance more email to the mx.example.com MTA

Correct Answer: AC

QUESTION 4

Refer to the exhibit.

Enable IBE service | &

IBE service name: Example Secure Portal
User registration expiry time (days): 30

User inactivity expiry time (days): 90

Encrypted email storage expiry time (days): 180

Password reset expiry time (hours): 24

Allow secure replying O

Allow secure forwarding & |

Allow secure composing »

IBE base URL:

"Help” content URL:

"About” content URL:
Allow custom user control e

Which statement describes the impact of setting the User inactivity expiry time option to 90 days?
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A. IBE user accounts will expire after 90 days of inactivity, and must register again to access new IBE email message
B. Registered IBE users have 90 days from the time they receive a naotification email message to access their IBE email
C. After initial registration, IBE users can access the secure portal without authenticating again for 90 days

D. First time IBE users must register to access their email within 90 days of receiving the notification email message
Correct Answer: A

Reference: https://docs.fortinet.com/document/fortimail/6.4.0/cli-reference/813529/system-
encryptionibe#config_3733402351_ 2450215

QUESTION 5

A FortiMail is configured with the protected domain example.com.

On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)
A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com

C. MAIL FROM: training@external.org RCPT TO: students@external.org

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

Correct Answer: CD

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d11ea-9384-005056
92583a/FortiMail-6.4.0-Administration_Guide.pdf (30)
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