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QUESTION 1

Examine the FortiMail recipient-based policy shown in the exhibit; then answer the question below.

Recipient Based Policy

Enable ¥l

Direction; Incoming

Domain: | I
Comments:

—Sender Pattern

Type: User v @
* . @ |_5L

— Recdipient Pattern

Type: User v @

* @ | example.com

— | Profiles

| Authentication and Access

Authentication type: |_LDAP Ivl

Authentication profile:| Example LDAP o[ mew... | [ Edit... |
# Use for SMTP authentication

[ Allow guarantined emzil access through POF3

L1 Allow guarantined email access through webmail

After creating the policy, an administrator discovered that clients are able to send unauthenticated email using SMTP.
What must be done to ensure clients cannot send unauthenticated email?

A. Configure a matching IP policy with SMTP authentication and exclusive flag enabled
B. Move the recipient policy to the top of the list

C. Configure an access receive rule to verify authentication status

D. Configure an access delivery rule to enforce authentication

Correct Answer: A
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QUESTION 2

Examine the FortiMail IBE users shown in the exhibit; then answer the question below Which one of the following
statements describes the Pre-registered status of the IBE user krayner@external.com?

Active User TR Secure Question IBE Authentication IBE Domain

L Maintenance Beset User
C { + Pﬂ! 1 ] i > Records per page:| 50 » | |BE domain: external.com ™ Search
= Wed, 1 ﬂl:ll' 01
u‘{:rﬂal com Jordan Activated 1500:28 Wed, 12 Apr 2017 13:01:25 EDT
0l @ krayneni@ Wed, 12 ﬂ.pr 2007
= |V} sxternal.com PJ'E"I"E'EI.'itE‘F'Ed 130213 EDT Wed, 12 Apr 2007 13:02:13 EDT

A. The user was registered by an administrator in anticipation of IBE participation

B. The user has completed the IBE registration process but has not yet accessed their IBE email

C. The user has received an IBE notification email, but has not accessed the HTTPS URL or attachment yet

D. The user account has been de-activated, and the user must register again the next time they receive an IBE email

Correct Answer: C

QUESTION 3

A FortiMail is configured with the protected domain "example.com"”. For this FortiMail, which of the following envelope
addresses are considered incoming? (Choose two.)

A. MAIL FROM: training@external.org RCPT TO: students@external.org

B. MAIL FROM: support@example.com PCPT TO: marketing@example.com
C. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

D. MAIL FROM: accounts@example.com RCPT TO: sales@external.org

Correct Answer: BD

QUESTION 4

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal and there are no
unnecessary failovers?

A. Upgrade the active unit, which will upgrade the standby unit automatically
B. Upgrade both units at the same time

C. Upgrade the standby unit, and then upgrade the active unit
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D. Break the cluster, upgrade the units independently, and then form the cluster again as quickly as possible

Correct Answer: D

QUESTION 5

Which of the following statements are true regarding FortiMail\\'s behavior when using the built-in MTA to process email
in transparent mode? (Choose two.)

A. FortiMail can queue undeliverable messages and generate DSNs

B. If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email

C. FortiMail ignores the destination set by the sender and uses its own MX record lookup to deliver email
D. MUAs need to be configured to connect to the built-in MTA to send email

Correct Answer: BC
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