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QUESTION 1

If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the
FortiAnalyzer back to functioning normally, without losing data?

A. Hot swap the disk

B. Replace the disk and rebuild the RAID manually

C. Take no action if the RAID level supports a failed disk

D. Shut down FortiAnalyzer and replace the disk

Correct Answer: D

https://kb.fortinet.com/kb/documentLink.do?externallD=FD46446#:.~:text=0n%20FortiAnalyzer%
2FFortiManager%20devices%20that,to%20exchanging%20the%20hard%20disk.

If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID,
the hard disk can be replaced while the unit is still running ?known as hot swapping. On FortiAnalyzer units with
software RAID, the device must be shutdown prior to exchanging the hard disk.

Reference: https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-onFortiAnalyzer/ta-

p/194997?externallD=FD41397#:~:text=1f%20a%20hard%20disk%200n,process% 20know
n%20as%20hot%20swapping

QUESTION 2
What is the recommended method of expanding disk space on a FortiAnalyzer VM?

A. From the VM host manager, add an additional virtual disk and use the #execute lvm extend command to expand the
storage

B. From the VM host manager, expand the size of the existing virtual disk

C. From the VM host manager, expand the size of the existing virtual disk and use the # execute format disk command
to reformat the disk

D. From the VM host manager, add an additional virtual disk and rebuild your RAID array
Correct Answer: A

https://kb.fortinet.com/kb/documentLink.do?externallD=FD40848

QUESTION 3
How do you restrict an administrator\\'s access to a subset of your organization\\'s ADOMs?

A. Set the ADOM mode to Advanced
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B. Assign the ADOMSs to the administrator\\'s account
C. Configure trusted hosts

D. Assign the default Super_User administrator profile
Correct Answer: B

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/717578/assigningadministrators-to-an-adom

QUESTION 4

What can the CLI command # diagnose test application oftpd 3 help you to determine?
A. What devices and IP addresses are connecting to FortiAnalyzer

B. What logs, if any, are reaching FortiAnalyzer

C. What ADOMs are enabled and configured

D. What devices are registered and unregistered

Correct Answer: A

https://docs.fortinet.com/document/fortianalyzer/6.2.5/cli- reference/395556/test#test_application

QUESTION 5

Which two statement are true regardless initial Logs sync and Log Data Sync for Ha on FortiAnalyzer?
A. By default, Log Data Sync is disabled on all backup devise.

B. Log Data Sync provides real-time log synchronization to all backup devices.

C. With initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup
device.

D. When Logs Data Sync is turned on, the backup device will reboot and then rebuilt the log database with the
synchronized logs.

Correct Answer: CD
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