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QUESTION 1

When installing a FortiEDR collector, why is a `Registration Password\\' for collectors needed? 

A. To restrict installation and uninstallation of collectors 

B. To verify Fortinet support request 

C. To restrict access to the management console 

D. To verify new group assignment 

Correct Answer: A 

 

QUESTION 2

Which FortiEDR component must have JumpBox functionality to connect with FortiAnalyzer? 

A. Collector 

B. Core 

C. Central manager 

D. Aggregator 

Correct Answer: B 

You need an on premise CORE , with jump box functionality and valid API access, to Gate, Analyzer, NAC and or
Sandbox. 

 

QUESTION 3

What is the benefit of using file hash along with the file name in a threat hunting repository search? 

A. It helps to make sure the hash is really a malware 

B. It helps to check the malware even if the malware variant uses a different file name 

C. It helps to find if some instances of the hash are actually associated with a different file 

D. It helps locate a file as threat hunting only allows hash search 

Correct Answer: B 

 

QUESTION 4

Which three steps does FortiXDR perform to find and prevent cyberattacks? (Choose three.) 
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A. Extended analysis 

B. Extended detection 

C. Extended discovery 

D. Extended investigation 

E. Extended response 

Correct Answer: BDE 

 

QUESTION 5

How does FortiEDR implement post-infection protection? 

A. By preventing data exfiltration or encryption even after a breach occurs 

B. By using methods used by traditional EDR 

C. By insurance against ransomware 

D. By real-time filtering to prevent malware from executing 

Correct Answer: A 

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiedr.pdf 
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