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QUESTION 1

Because changing the operational mode to Transparent resets device (or vdom) to all defaults, which precautions
should an Administrator take prior to performing this? (Select all that apply.) 

A. Backup the configuration. 

B. Disconnect redundant cables to ensure the topology will not contain layer 2 loops. 

C. Set the unit to factory defaults. 

D. Update IPS and AV files. 

Correct Answer: AB 

 

QUESTION 2

Which of the following statements is correct regarding the antivirus scanning function on the FortiGate unit? 

A. Antivirus scanning provides end-to-end virus protection for client workstations. 

B. Antivirus scanning provides virus protection for the HTTP, Telnet, SMTP, and FTP protocols. 

C. Antivirus scanning supports banned word checking. 

D. Antivirus scanning supports grayware protection. 

Correct Answer: D 

 

QUESTION 3

Which of the following pieces of information can be included in the Destination Address field of a firewall policy? (Select
all that apply.) 

A. An IP address pool. 

B. A virtual IP address. 

C. An actual IP address or an IP address group. 

D. An FQDN or Geographic value(s). 

Correct Answer: BCD 

 

QUESTION 4

FortiAnalyzer centralizes which functions? (Choose three.) 

A. Network analysis 
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B. Graphical reporting 

C. Content archiving / data mining 

D. Vulnerability assessment 

E. Security log analysis / forensics 

Correct Answer: BCE 

 

QUESTION 5

A FortiGate unit is configured with three Virtual Domains (VDOMs) as illustrated in the exhibit. 

Which of the following statements are true if the network administrator wants to route traffic between all the VDOMs?
(Select all that apply.) 

A. The administrator should configure inter-VDOM links to avoid using external interfaces and routers. 

B. As with all FortiGate unit interfaces, firewall policies must be in place for traffic to be allowed to pass through any
interface, including inter-VDOM links. This provides the same level of security internally as externally. 

C. This configuration requires the use of an external router. 

D. Inter-VDOM routing is automatically provided if all the subnets that need to be routed are locally attached. 

E. As each VDOM has an independent routing table, routing rules need to be set (for example, static routing, OSPF) in
each VDOM to route traffic between VDOMs. 

Correct Answer: ABE 
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