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QUESTION 1

Refer to the exhibit. 

The exhibit shows the IPS sensor configuration. 

If traffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.) 

A. The sensor will allow attackers matching the NTP.Spoofed.KoD.DoS signature. 

B. The sensor will block all attacks aimed at Windows servers. 

C. The sensor will reset all connections that match these signatures. 

D. The sensor will gather a packet log for all matched traffic. 

Correct Answer: AB 

 

QUESTION 2

NGFW mode allows policy-based configuration for most inspection rules. Which security profile\\'s configuration does
not change when you enable policy-based inspection? 

A. Web filtering 

B. Antivirus 

C. Web proxy 

D. Application control 
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Correct Answer: B 

 

QUESTION 3

An organization\\'s employee needs to connect to the office through a high-latency internet connection. Which SSL VPN
setting should the administrator adjust to prevent the SSL VPN negotiation failure? 

A. Change the session-ttl. 

B. Change the login timeout. 

C. Change the idle-timeout. 

D. Change the udp idle timer. 

Correct Answer: B 

 

QUESTION 4

An administrator wants to configure Dead Peer Detection (DPD) on IPSEC VPN for detecting dead tunnels. The
requirement is that FortiGate sends DPD probes only when no traffic is observed in the tunnel. 

Which DPD mode on FortiGate will meet the above requirement? 

A. Disabled 

B. On Demand 

C. Enabled 

D. On Idle 

Correct Answer: D 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD40813 

 

QUESTION 5

An administrator must disable RPF check to investigate an issue. 

Which method is best suited to disable RPF without affecting features like antivirus and intrusion prevention system? 

A. Enable asymmetric routing, so the RPF check will be bypassed. 

B. Disable the RPF check at the FortiGate interface level for the source check. 

C. Disable the RPF check at the FortiGate interface level for the reply check. 

D. Enable asymmetric routing at the interface level. 

Correct Answer: B 
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Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD33955 
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