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QUESTION 1

Refer to the exhibit. 
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The exhibit contains a network interface configuration, firewall policies, and a CLI console configuration. 

How will FortiGate handle user authentication for traffic that arrives on the LAN interface? 

A. If there is a full-through policy in place, users will not be prompted for authentication. 

B. Users from the Sales group will be prompted for authentication and can authenticate successfully with the correct
credentials. 

C. Authentication is enforced at a policy level; all users will be prompted for authentication. 

D. Users from the HR group will be prompted for authentication and can authenticate successfully with the correct
credentials. 

Correct Answer: C 

 

QUESTION 2

An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice
can an administrator implement? 

A. Configure Source IP Pools. 

B. Configure split tunneling in tunnel mode. 

C. Configure different SSL VPN realms. 
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D. Configure host check. 

Correct Answer: D 

 

QUESTION 3

An administrator is running the following sniffer command: 

diagnose sniffer packet any "host 192.168.2.12" 5 

Which three pieces of Information will be Included in me sniffer output? {Choose three.) 

A. Interface name 

B. Packet payload 

C. Ethernet header 

D. IP header 

E. Application header 

Correct Answer: ABD 

 

 

QUESTION 4

Which type of logs on FortiGate record information about traffic directly to and from the FortiGate management IP
addresses? 

A. System event logs 

B. Forward traffic logs 

C. Local traffic logs 

D. Security logs 

Correct Answer: C 

 

QUESTION 5

View the exhibit: 
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Which the FortiGate handle web proxy traffic rue? (Choose two.) 

A. Broadcast traffic received in port1-VLAN10 will not be forwarded to port2-VLAN10. 

B. port-VLAN1 is the native VLAN for the port1 physical interface. 

C. C. port1-VLAN10 and port2-VLAN10 can be assigned to different VDOMs. 

D. Traffic between port1-VLAN1 and port2-VLAN1 is allowed by default. 

Correct Answer: AC 
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