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QUESTION 1

Which statement about the IP authentication header (AH) used by IPsec is true? 

A. AH does not provide any data integrity or encryption. 

B. AH does not support perfect forward secrecy. 

C. AH provides data integrity bur no encryption. 

D. AH provides strong data integrity but weak encryption. 

Correct Answer: C 

 

QUESTION 2

In an explicit proxy setup, where is the authentication method and database configured? 

A. Proxy Policy 

B. Authentication Rule 

C. Firewall Policy 

D. Authentication scheme 

Correct Answer: D 

 

QUESTION 3

Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.) 

A. Source defined as Internet Services in the firewall policy. 

B. Destination defined as Internet Services in the firewall policy. 

C. Highest to lowest priority defined in the firewall policy. 

D. Services defined in the firewall policy. 

E. Lowest to highest policy ID number. 

Correct Answer: ABD 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47435 

 

QUESTION 4

An organization\\'s employee needs to connect to the office through a high-latency internet connection. Which SSL VPN
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setting should the administrator adjust to prevent the SSL VPN negotiation failure? 

A. Change the session-ttl. 

B. Change the login timeout. 

C. Change the idle-timeout. 

D. Change the udp idle timer. 

Correct Answer: B 

 

QUESTION 5

Refer to the exhibit, which contains a radius server configuration. 

An administrator added a configuration for a new RADIUS server. While configuring, the administrator selected the
Include in every user group option. What will be the impact of using Include in every user group option in a RADIUS
configuration? 

A. This option places the RADIUS server, and all users who can authenticate against that server, into every FortiGate
user group. 

B. This option places all FortiGate users and groups required to authenticate into the RADIUS server, which, in this
case, is FortiAuthenticator. 

C. This option places all users into every RADIUS user group, including groups that are used for the LDAP server on
FortiGate. 

D. This option places the RADIUS server, and all users who can authenticate against that server, into every RADIUS
group. 

Correct Answer: A 
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