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QUESTION 1

Refer to the exhibit. 
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The exhibit contains a network diagram, firewall policies, and a firewall address object configuration. 

An administrator created a Deny policy with default settings to deny Webserver access for Remote-user2. Remote-
user2 is still able to access Webserver. 

Which two changes can the administrator make to deny Webserver access for Remote-User2? (Choose two.) 

A. Disable match-vip in the Deny policy. 

B. Set the Destination address as Deny_IP in the Allow-access policy. 

C. Enable match vip in the Deny policy. 

D. Set the Destination address as Web_server in the Deny policy. 

Correct Answer: CD 

 

 

QUESTION 2

Which two attributes are required on a certificate so it can be used as a CA certificate on SSL Inspection? (Choose
two.) 

A. The keyUsage extension must be set to keyCertSign. 

B. The common name on the subject field must use a wildcard name. 

C. The issuer must be a public CA. 
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D. The CA extension must be set to TRUE. 

Correct Answer: AD 

 

QUESTION 3

Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.) 

A. Web filter in flow-based inspection 

B. Antivirus in flow-based inspection 

C. DNS filter 

D. Web application firewall 

E. Application control 

Correct Answer: ABE 

 

QUESTION 4

Which Security rating scorecard helps identify configuration weakness and best practice violations in your network? 

A. Fabric Coverage 

B. Automated Response 

C. Security Posture 

D. Optimization 

Correct Answer: C 

Reference: https://www.fortinet.com/content/dam/fortinet/assets/support/fortinet-recommended-
securitybestpractices.pdf 

 

QUESTION 5

Which security feature does FortiGate provide to protect servers located in the internal networks from attacks such as
SQL injections? 

A. Denial of Service 

B. Web application firewall 

C. Antivirus 

D. Application control 

Correct Answer: B 
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Reference: https://docs.fortinet.com/document/fortiweb/6.3.3/administration-guide/60895/introduction 
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