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QUESTION 1

What inspection mode does FortiGate use if it is configured as a policy-based next-generation firewall (NGFW)?
A. Full Content inspection

B. Proxy-based inspection

C. Certificate inspection

D. Flow-based inspection

Correct Answer: D

QUESTION 2

Refer to the exhibit.

Which contains a session list output. Based on the information shown in the exhibit, which statement is true?
A. Destination NAT is disabled in the firewall policy.

B. One-to-one NAT IP pool is used in the firewall policy.

C. Overload NAT IP pool is used in the firewall policy.

D. Port block allocation IP pool is used in the firewall policy.

Correct Answer: B

QUESTION 3

Examine the following web filtering log.
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Date=2016-08-31 time=12:50:06 logid=0316013057 type-utm subtype=webfilter eventtype=ftgd blk level=warning
vd=root policyid=l sessionid=149643 user= " " scrip=10.0.1.10 srcport=3291% srcintf= “portd”
dstip=54.230.128.169 dstport=80 datintf= "portl” proto=f sarvipe="HTTF* hostname= "miniclip.ocom”™

profile= "dafault® action=blocked regtype=direct url= "/* sentbyte=208 rovdbyte=0 direction=cutgoing msg= "“TRL
belongs to a category with warnings enabled” method=domain cat=20 catdeso="Games" crscore=30 erlevel=high

Which statement about the log message is true?

A. The action for the category Games is set to block.

B. The usage quota for the IP address 10.0.1.10 has expired

C. The name of the applied web filter profile is default.

D. The web site miniclip.com matches a static URL filter whose action is set to Warning.

Correct Answer: C

QUESTION 4

Examine this FortiGate configuration: How does the FortiGate handle web proxy traffic coming from the IP address
10.2.1.200 that requires authorization?

config authentication setting
set active—-auth-scheme SCHEME1
end
config authentication rule
edit WebDProxzyRule
set srcaddr 10.0.1.0/24
set active—auth-method STHEMEZ
nexXt
end

A. It always authorizes the traffic without requiring authentication.

B. It drops the traffic.

C. It authenticates the traffic using the authentication scheme SCHEME?2.
D. It authenticates the traffic using the authentication scheme SCHEMEL.

Correct Answer: D

"What happens to traffic that requires authorization, but does not match any authentication rule? The active and passive
SSO schemes to use for those cases is defined under config authentication setting"

QUESTION 5

Examine this FortiGate configuration:
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config system global
set av-failopen pass

end

Examine the output of the following debug command:

# diagnose hardware sysinfo conserve

memory conserve mode: on

total RAM: 3040 MB

memory used: 2943 MB 97% of total RAM

memory freeable: 92 MB 3% of total RAM

memory used + freeable threshold extreme: 2887 MB 95% of totzl RAM
memory used threshold red: 2675 MB 88% of total RAM

memory used threshold green: 24%2 MB B2% of total RAM

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection?

A. Itis allowed, but with no inspection

B. It is allowed and inspected as long as the inspection is flow based

C. Itis dropped.

D. Itis allowed and inspected, as long as the only inspection required is antivirus.

Correct Answer: C
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