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QUESTION 1

An administrator has configured the following settings: 

What does the configuration do? (Choose two.) 

A. Reduces the amount of logs generated by denied traffic. 

B. Enforces device detection on all interfaces for 30 minutes. 

C. Blocks denied users for 30 minutes. 

D. Creates a session for traffic being denied. 

Correct Answer: CD 

 

QUESTION 2

How can you block or allow to Twitter using a firewall policy? 

A. Configure the Destination field as Internet Service objects for Twitter. 

B. Configure the Action field as Learn and select Twitter. 

C. Configure the Service field as Internet Service objects for Twitter. 

D. Configure the Source field as Internet Service objects for Twitter. 

Correct Answer: A 

 

QUESTION 3

An administration wants to throttle the total volume of SMTP sessions to their email server. Which of the following DoS
sensors can be used to achieve this? 
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A. tcp_port_scan 

B. ip_dst_session 

C. udp_flood 

D. ip_src_session 

Correct Answer: A 

 

QUESTION 4

What FortiGate configuration is required to actively prompt users for credentials? 

A. You must enable one or more protocols that support active authentication on a firewall policy. 

B. You must position the firewall policy for active authentication before a firewall policy for passive authentication 

C. You must assign users to a group for active authentication 

D. You must enable the Authentication setting on the firewall policy 

Correct Answer: C 

 

QUESTION 5

NGFW mode allows policy-based configuration for most inspection rules. Which security profile\\'s configuration does
not change when you enable policy-based inspection? 

A. Web filtering 

B. Antivirus 

C. Web proxy 

D. Application control 

Correct Answer: B 
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