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QUESTION 1

Examine the network diagram shown in the exhibit, and then answer the following question: 

A firewall administrator must configure equal cost multipath (ECMP) routing on FGT1 to ensure both port1 and port3
links are used at the same time for all traffic destined for 172.20.2.0/24. Which of the following static routes will satisfy
this requirement on FGT1? (Choose two.) 

A. 172.20.2.0/24 (1/0) via 10.10.1.2, port1 [0/0] 

B. 172.20.2.0/24 (25/0) via 10.30.3.2, port3 [5/0] 

C. 172.20.2.0/24 (25/0) via 10.10.1.2, port1 [5/0] 

D. 172.20.2.0/24 (1/150) via 10.30.3.2, port3 [10/0] 

Correct Answer: BC 

 

QUESTION 2

Examine the IPS sensor configuration shown in the exhibit, and then answer the question below. 
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What are the expected actions if traffic matches this IPS sensor? (Choose two.) 

A. The sensor will gather a packet log for all matched traffic. 

B. The sensor will not block attackers matching the A32S.Botnet signature. 

C. The sensor will block all attacks for Windows servers. 

D. The sensor will reset all connections that match these signatures. 

Correct Answer: AC 

 

QUESTION 3

An administrator is running the following sniffer command: 

diagnose sniffer packet any "host 10.0.2.10" 3 

What information will be included in the sniffer output? (Choose three.) 

A. IP header 

B. Ethernet header 

C. Packet payload 

D. Application header 

E. Interface name 
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Correct Answer: ABC 

 

QUESTION 4

Which of the following statements are best practices for troubleshooting FSSO? (Choose two.) 

A. Include the group of guest users in a policy. 

B. Extend timeout timers. 

C. Guarantee at least 34 Kbps bandwidth between FortiGate and domain controllers. 

D. Ensure all firewalls allow the FSSO required ports. 

Correct Answer: AD 

 

QUESTION 5

Which of the following FortiGate configuration tasks will create a route in the policy route table? (Choose two.) 

A. Static route created with a Named Address object 

B. Static route created with an Internet Services object 

C. SD-WAN route created for individual member interfaces 

D. SD-WAN rule created to route traffic based on link latency 

Correct Answer: BD 
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