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QUESTION 1

LDAP and RADIUS are both remote authentication servers that FortiGate can tie into for authentication. What is a key
difference between these servers?

Response: A. Only LDAP can have a secure connection with FortiGate using a server certificate.
B. Only LDAP can be configured to authenticate groups as defined on the LDAP server.

C. Only LDAP provides authentication, authorization, and accounting (AAA) services.

D. Only RADIUS requires a distinguished name (i h.) to locate user records.

Correct Answer: A

QUESTION 2

If traffic matches a DLP filter with the action set to Quarantine IP Address, what action does the FortiGate take?
Response:

A. It blocks all future traffic for that IP address for a configured interval.

B. It archives the data for that IP address.

C. It provides a DLP block replacement page with a link to download the file.

D. It notifies the administrator by sending an email.

Correct Answer: A

QUESTION 3

Which statement about data leak prevention (DLP) on a FortiGate is true? Response:
A. Traffic shaping can be applied to DLP sensors.

B. It can be applied to a firewall policy in a flow-based VDOM.

C. Files can be sent to FortiSandbox for detecting DLP threats.

D. It can archive files and messages.

Correct Answer: D

QUESTION 4

Which of the following settings and protocols can be used to provide secure and restrictive administrative
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access to FortiGate?
(Choose three.)
Response:

A. Trusted host

B. HTTPS

C. Trusted authentication
D. SSH

E. FortiTelemetry

Correct Answer: ABD

QUESTION 5

Which FortiGate feature sends real-time queries to the FortiGuard Distribution Network (FDN)? Response:
A. Web filtering

B. VPN

C. Antivirus

D. IPS

Correct Answer: A
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