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QUESTION 1

Which statements about IP-based explicit proxy authentication are true? 

(Choose two.) 

Response: 

A. IP-based authentication is best suited to authenticating users behind a NAT device. 

B. Sessions from the same source address are treated as a single user. 

C. IP-based authentication consumes less FortiGate\\'s memory than session-based authentication. 

D. FortiGate remembers authenticated sessions using browser cookies. 

Correct Answer: BC 

 

QUESTION 2

An administrator is using the FortiGate built-in sniffer to capture HTTP traffic between a client and a server, however,
the sniffer output shows only the packets related with TCP session setups and disconnections. Why? 

Response: 

A. The administrator is running the sniffer on the internal interface only. 

B. The filter used in the sniffer matches the traffic only in one direction. 

C. The FortiGate is doing content inspection. 

D. TCP traffic is being offloaded to an NP6. 

Correct Answer: D 

 

QUESTION 3

Which component of FortiOS performs application control inspection? Response: 

A. Kernel 

B. Antivirus engine 

C. IPS engine 

D. Application control engine 

Correct Answer: C 
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QUESTION 4

Which statements about antivirus scanning using flow-based full scan are true? 

(Choose two.) 

Response: 

A. The antivirus engine starts scanning a file after the last packet arrives. 

B. It does not support FortiSandbox inspection. 

C. FortiGate can insert the block replacement page during the first connection attempt only if a virus is detected at the
start of the TCP stream. 

D. It uses the compact antivirus database. 

Correct Answer: AC 

 

QUESTION 5

An administrator needs to inspect all web traffic (including Internet web traffic) coming from users connecting to SSL
VPN. How can this be achieved? 

Response: 

A. Disabling split tunneling 

B. Configuring web bookmarks 

C. Assigning public IP addresses to SSL VPN clients 

D. Using web-only mode 

Correct Answer: A 
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