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QUESTION 1

Which statements best describe auto discovery VPN (ADVPN).

(Choose two.)

Response:

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.
B. ADVPN is only supported with IKEv2.

C. Tunnels are negotiated dynamically between spokes.

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are
defined in advance.

Correct Answer: AC

QUESTION 2

Which of the following protocols is used to encrypt the user data payload in an IPsec tunnel? Response:
A. AH

B. IKE

C. ISAKMP

D. ESP

Correct Answer: D

QUESTION 3

Which of the following settings and protocols can be used to provide secure and restrictive administrative
access to FortiGate?

(Choose three.)

Response:

A. Trusted host

B. HTTPS

C. Trusted authentication

D. SSH
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E. FortiTelemetry

Correct Answer: ABD

QUESTION 4

Under which circumstance is the IPsec ESP traffic encapsulated over UDP? Response:

A. When using IKE version 2 (IKEv2)

B. When the phase 1 is configured to use aggressive mode

C. When the IPsec VPN is configured as dial-up

D. When NAT-T detects there is a device between both IPsec peers doing NAT over the IPsec traffic

Correct Answer: D

QUESTION 5

Which component of FortiOS performs application control inspection? Response:
A. Kernel

B. Antivirus engine

C. IPS engine

D. Application control engine

Correct Answer: C
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