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QUESTION 1

An administrator has configured a dialup IPsec VPN with XAuth. Which method statement best describes this scenario?
A. Only digital certificates will be accepted as an authentication method in phase 1.

B. Dialup clients must provide a username and password for authentication.

C. Phase 1 negotiations will skip pre-shared key exchange.

D. Dialup clients must provide their local ID during phase 2 negotiations.

Correct Answer: B

QUESTION 2

Which action does the FortiGate take when link health monitor times out?

A. All routes to the destination subnet configured in the link health monitor are removed from the routing table.

B. The distance values of all routes using interface configured in the link health monitor are increased.

C. The priority values of all routes using configured in the link health monitor are increased.

D. All routes using the next-hop gateway configured in the link health monitor are removed from the routing table.

Correct Answer: D

QUESTION 3

An end user logs into the full-access SSL VPN portal and selects the Tunnel Mode option by clicking on the "Connect"
button. The administrator has enabled split tunneling.
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Given that the user authenticates against the SSL VPN policy shown in the image below, which statement below
identifies the route that is added to the client\\'s routing table.

A. A route to destination matching the "WIN2K3\\' address object.
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B. A route to the destination matching the “all\\' address object.
C. A default route.
D. No route is added.

Correct Answer: A

QUESTION 4

Users may require access to a web site that is blocked by a policy. Administrators can give users the ability to override
the block. Which of the following statements regarding overrides are correct? (Select all that apply.)

A. A protection profile may have only one user group defined as an override group.

B. A firewall user group can be used to provide override privileges for FortiGuard Web Filtering.
C. Authentication to allow the override is based on a user\\'s membership in a user group.

D. Overrides can be allowed by the administrator for a specific period of time.

Correct Answer: BCD

QUESTION 5

Which statement describes what the CLI command diagnose debug authd fsso list is used for
A. Monitors communications between the FSSO collector agent and FortiGate unit.

B. Displays which users are currently logged on using FSSO.

C. Displays a listing of all connected FSSO collector agents.

D. Lists all DC Agents installed on all domain controllers.

Correct Answer: B
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